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2014 Breach Analysis: flyingpenguin
“While high flying speeds can be 
detrimental to landing on tree perches for 
flying birds, there is little consequence to 
high impact landing in water.”

WHOAMI
� Anthropology of 

Language / Music / Math
“Shintiri: the secret language”

� Bike / Sailboat Racing

� Ethics of “Humanitarian 
Intervention”

� International History

� …& Years InfoSec

@daviottenheimer
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GROWING BODY OF DATA OBESITY RESEARCH
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DEFINITION
at·tri·bu·tion
noun \ˌa-trə-ˈbyü-shən\

The act of saying the origin or 
cause of something

Ascribing an event to a particular 
agent or action
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DEFINITION
hack·er
noun /ˈhakər/

A person who attempts rough 
or short cuts

Someone whose curiosity or 
method leads to access via 
new or unexpected means
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ATTRIBUTION CAT-EGORIES

SITUATION
(ENVIRONMENT)

DISPOSITION
(INDIVIDUAL)

HACKER?
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WYCORES EXAMPLE

1. Traced Attacks

2. Profiled IDs

3. Dumped (QQ#)

4. Remedied… 
– Situation

– Disposition

– Both?

http://cyb3rsleuth.blogspot.com/2011/08/chinese-threat-actor-identified.html
http://cyb3rsleuth.blogspot.com/2012/03/chinese-threat-actor-part-3.html
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FLAKE POWER THEORY?

https://docs.google.com/presentation/d/1Sv8IHkBtBEXjSW7WktEYg4EbAUHtVyXIZBrAGD3WR5Y/edit?pli=1#slide=id.g268c10cab_0267
https://www.theguardian.com/women-in-leadership/2013/sep/25/china-uk-female-senior-managers-study

“19% of UK senior roles go to 
women compared to 51% in China”
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“WHAT DOES [POWER ADDICTION] MEAN?”

http://wisat.org/what-we-do/sti1/
http://www.brookings.edu/research/opinions/2009/01/29-iran-salehi-isfahani

GLOBAL WOMEN IN SCIENCE

IRAN
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OF MICE AND MEECES

1. Anti-Collaborative…SHHHH! 

2. Collaborative 

3. Hyper-Collaborative

http://www.sparknotes.com/economics/micro/supplydemand/equilibrium/section3.rhtml
http://www.aic.gov.au/documents/1/B/A/%7B1BA0F612-613A-494D-B6C5-06938FE8BB53%7Dhtcb006.pdf

Money

Entertainment

Ego

Cause

Enter Social Groups

Status

Money

Ideology

Compromise or Coercion 

Ego or Extortion

AVG TOTAL 
COST

MARGINAL 
COST

PRICE

QUANTITY

D = AVG 
REVENUE  = 
MARGINAL 
REVENUE

PROFIT
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HOW TO LOSE A FIGHT

http://www.twitter.com/thegrugq/status/452013704632991745
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HOW TO LOSE A CITE

http://books.google.com/books?id=RvJMkL8cuw0C&lpg=PA138&ots=9_MMVQdOcP&dq=
quellcrist%20falconer%20%20woken%20furies&pg=PA138#v=snippet&q=If%20you%2
0want%20to%20lose%20a%20fight,%20talk%20about%20it%20first&f=false
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“Nobody could pay me for this 
work. It was my patriotic 
duty. There ain’t no amount 
of money to buy them kind of 
things”

- Meyer Harris "Mickey" Cohen

GANGSTER CONFESSION

http://books.google.com/books?id=TXOnqtNJWWEC&q=nobody could pay me for this work
http://life.time.com/crime/mickey-cohen-photos-of-a-legendary-los-angeles-mobster-1949/
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ACTIVIST CONFESSION

1. Seek attention

2. To win…talk. A lot 

3. Leverage motive triggers 

(Humor, Fear, Despair)

BEKENNTNISSE EINES ÖKO-TERRORISTEN
http://www.youtube.com/watch?v=KOSo_LHZeTw

“Hey, seal is no big deal, 
I’ve eaten elephant…”
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MAPTNDIANT1 EXAMPLE

1. 99.8% HTRAN connections: 
Redirected to Shanghai addresses

2. 97% monitored RDP sessions: 
Simplified Chinese systems

3. Chinese government: only one 
with motive, means, and 
opportunity 

“…trading houses from the United Kingdom, France, the United States, 
Italy, Russia, Germany, Japan, the Netherlands and Belgium”

- Wikipedia

(1%)
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SIMPLIFIED CHINESE SYSTEMS

IME for Simplified Chinese does 
not correctly recognize the 
machine state, and exposes 
inappropriate functions as part 
of the logon screen. As a result, 
a malicious user who had 
access to either a physical 
keyboard or a terminal server 
session on an affected machine 
could gain LocalSystem 
privilege even without 
logging onto the machine.

http://www.cvedetails.com/cve/CVE-2008-0730/
http://technet.microsoft.com/en-us/security/bulletin/ms00-069
http://technet.microsoft.com/en-us/security/bulletin/ms13-075

(1) Simplified Chinese, (2) 
Traditional Chinese, (3) 
Korean, and (4) Thai 
language input methods in 
Sun Solaris 10 create files 
and directories with 
weak permissions…

The vulnerability could allow 
elevation of privilege if a 
logged on attacker launches 
Internet Explorer from the 
toolbar in Microsoft Pinyin 
IME for Simplified Chinese. 
An attacker who 
successfully exploited this 
vulnerability could run 
arbitrary code in kernel 
mode.

Microsoft MS 00-069 Sun CVE-2008-0730 Microsoft MS 13-075
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SIMPLIFIED CHINESE SYSTEMS

http://www.neowin.net/news/statcounter-windows-xp-is-the-most-used-os-in-eight-countries-including-china
http://www.neowin.net/news/ballmer-9-out-of-10-copies-of-windows-in-china-is-pirated 
http://www.tomsguide.com/us/windows-xpocalypse-china,news-18403.html

70% Chinese XP users never 
installed any security update

• 195m PCs
• 55% Run XP = 107m
• 90% Pirated = 10.7m Patchable
• 30% Patched Once = 3m
• 3m of 107m Systems = 

3% Patched

March 2, 2014 “Microsoft will work with Chinese 
security firms to issue patches for 
XP for an indefinite period”
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NATIVE CHINESE SPEAKERS

http://www.census.gov/hhes/socdemo/language/data/language_map.html
http://www.broadbandcommission.org/work/documents.aspx

Each dot = approximately 100 people
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SOCIAL ENGINEERING LINGUISTICS

RSAC 2010 
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IF ATTRIBUTION 
TO LANGUAGE 

HARD (2)

THEN ATTRIBUTION 
TO A NATIONAL 

“SITUATION” (3)…
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SIUTATION
ACCORDING TO 
worldjusticeproject
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OOPS, UH, WE MEANT KOREAN…

“CHINESE Espionage Attacks Against Ruskies”

Dec 12, 11:12 am: …clues point to Chinese design and operation. The malicious 
Word document sample that kicked this off was authored from a Microsoft 
Windows system that was set to use the language pack “Windows Simplified 
Chinese (PRC, Singapore). The researchers also say they were able to gain access 
to the control server used in the attack, which revealed systems logging in 
from China to check on new victims.

Update, 1:05 pm: FireEye just published a blog post about this research, which 
indicates they now believe the likely source of this attack was Korea, not China. 
The headline to this story has been modified.

http://krebsonsecurity.com/2012/12/chinese-espionage-attacks-against-ruskies/#more-17850
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OOOPS, UH, WE MEANT…

http://www.flyingpenguin.com/?p=14880

“WHAT PTERODACTYL LOOKS LIKE”

2006 DRAGON



25© Copyright 2014 EMC Corporation. All rights reserved.© Copyright 2014 EMC Corporation. All rights reserved.

http://www.eaa.org/warbirdsbriefing/articles/1211_frank-whittle-1942-jet-pioneer.asp

“Well, that is what it was 
bloody well designed to 
do, wasn't it?”

- Sir Frank Whittle
Inventor of the Jet Engine 

1930 – Whittle UK patent
1935 – Nazi gov builds working model
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DEFENSE RESEARCH

AVOIDANCEDETECTION
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DETECTION

http://www.komonews.com/news/local/Vacationing-woman-uses-security-app-to-watch-burglar-in-her-home-215945751.html
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AVOIDANCE?
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AVOIDANCE

CONTINUOUS AVAILABILITY 
& DATA PROTECTION

http://www.emc.com/collateral/demos/microsites/mediaplayer-video/continuous-operations-oracle-rac-emc-vplex.htm
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DEFENSE RESEARCH

PRIVACYKNOWLEDGE
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KNOWLEDGE
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GNAWLEDGE
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LESSONS FROM THE SNOW DEN

http://www.flyingpenguin.com/?p=18259

Source
Observation

1854: CHOLERA VORONOI1854: GHOST MAP OF LONDON RSAC 2012: BREACH DATA

Dr. John Snow
1813-1858
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http://vizual-statistix.tumblr.com/post/48625446909/these-are-voronoi-maps-of-the-contiguous-usa

FURTHEST POINT FROM POLITICIANS
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https://www.jasondavies.com/maps/north-korea-distance/

YOU ARE HERE
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“THE LESS AMERICANS KNOW…THE MORE THEY WANT TO INTERVENE”

http://www.washingtonpost.com/blogs/monkey-cage/wp/2014/04/07/the-less-americans-know-about-ukraines-location-the-more-they-want-u-s-to-intervene/
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GNAWLEDGE

Give me six hours to chop 
down a tree and I will 
spend the first four 
sharpening the axe.

Quellcrist Falconer
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INTELLIGENT

ANALYSIS

PCI DSS Requirement 2.1: 
Always change vendor-supplied 
defaults before installing…

“SIMPLE” CHECKLISTS

http://www.mdjonline.com/view/full_story/9738998/article-Father-trains-son--to-fly-helicopters-with-night-vision
http://www.dvidshub.net/image/962244/oklahoma-national-guard-pilots-train-war-time-standard
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BINARY

INTELLIGENT ANALYSIS AT SCALE

RANKED MEANING
ZERO 
POINT EXACT

INTELLIGENCEERROR MARGIN

CAVEAT: “NO FISH IN TOO CLEAR WATER”
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NYC FIRE ATTRIBUTION

2013
• Random Inspections 
• 60 Factors

“Low-income neighborhoods are 
correlated with fires”

- Jeff Chen, NYFD Director of Analytics

2014
• Inspections by Rank
• 2400 Factors

http://blogs.wsj.com/digits/2014/01/24/how-new-yorks-fire-department-uses-data-mining/

3,000 Major Fires / Year
1,000,000 Buildings (330K Inspected)
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INTELLIGENCE REDEFINES KNOWLEDGE

Long-Term

Devices

Networks

Investigate 
& Analyze

Visualize

Respond

Alert & 
Report

Record Sort Collect Real-Time

API

<NOUN>
• Users
• Apps
• Content

<ADJ>
• Time
• Alias
• Property

GRC
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EVEN KNOWLEDGE OF REPLICANTS

“Runaway Job! Kill -9”

Job Tracker Name Node

Task 
Tracker
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PRIVACY
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Anthropologists!

Anthropologists!
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Don’t threaten me, 
Thagerson! 

My cousin’s an 
anthropologist
and she can make 
your life hell!
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“On those who step into 
the same rivers, ever 
different waters flow.”

Quellcrist Falconer
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KONZA WASTE ARCHAEOLOGY

http://www.imagekind.com/art/stunning/flint-hills/artwork-on/fine-art-prints
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REAL-TIME WASTE ARCHAEOLOGY

http://gizmodo.com/meth-in-london-heroin-in-zagreb-the-answer-is-found-i-1508209127

Italy

London

FinlandCroatia

Oregon Canada
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“ONE CLICK”
GOOGLE SPOOKS ON YOUR TAIL!

https://twitter.com/jason_kint/status/451716219482025984/photo/1
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“ONE CLICK”
“Ad blocking to me is so 
fundamentally wrong, it just 
boils my blood…fundamental 
threat that it is.”

General Counsel and EVP Public Policy

Interactive Advertising Bureau

“We Googled my name, and up 
popped an ad suggesting I had 
an arrest record. I do not.”

http://www.cnet.com/news/ad-blockers-get-ad-group-execs-blood-boiling-q-a/

http://phys.org/news/2013-05-fairness-ads-outlines-bias-score.html
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“Few Characteristics Needed”
Latanya Sweeney, 2000 

– 53% IDs Unique 

DOB + Sex + City

– 87% IDs Unique 

DOB + Sex + Zip

– Minimums Advised: 

State, Year

RE-IDENTIFICATION

Credit: Rose Lincoln/Harvard Staff Photographer 
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THE AGE OF “RE-IDENTIFICATION”

Voter Registration / Group Insurance Commission (GIC) Data

Birth Date Gender Zipcode

C
am

b
ri

d
g

e 
Vo

te
rs G

IC
 

C
u

sto
m

ers

http://dataprivacylab.org/projects/identifiability/index.html
http://www.uclalawreview.org/?p=1353
http://www.zeit.de/2014/07/harald-martenstein-datenschutz

2000: MA Governor Identity $20
2014: Any “Neighbor” Identity $22 
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Finding the Needle 
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Thank you!


