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2014 Breach Analysis: flyingpenguin

- “While high flying speeds can be
detrlmental to landing on tree perches for
X flylng b|rds there is little consequence to ﬂ*p— 3
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DEFINITION

at-tri-bu-tion
noun \ a-tro-'byu-shan\

The act of saying the origin or
cause of something

Ascribing an event to a particular
agent or action
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DEFINITION

hack-er
noun /'hakar/

A person who attempts rough
or short cuts

Someone whose curiosity or
method leads to access via
new or unexpected means
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WYCORES EXAMPLE

Traced Attacks

Profiled IDs

Remedied...
— Situation

— Disposition
— Both?

http://cyb3rsleuth.blogspot.com/2011/08/chinese-threat-actor-identified.html

linked to KabinDd1 Profie

Livifg in Zhengzhou

Email mgehappy@Eyip sina.cam

Mame- {8 Zhang Changhe

1.
2.
3. Dumped (QQ#)
4,

Comtael- makewithmanay.com
ICQ- 557950703
Blackhatwarid - wgchappy, Tawmya

http://cyb3rsleuth.blogspot.com/2012/03/chinese-threat-actor-part-3.html
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Mioeusnet- 2003
jeno pxgchappy_at_vip.sina.com)
jeno@vip.371.net
DOB - 1980-10-1

jeno_1980@hotmail is registrant
jeno_1980@ho com email for
xxgchappy socialup.net
tawnya T —— hnsj.org
idogood.net
makewithmoneay.com
Gender. Male

Birthday: April 3, 1980 ( Aries )
Location: Henan - Zhengzhou - Erqi

Education : University of Henan

Phone - 13513899779 ( hnsj.org)

O = 55356626 (xxgchappy@vip.sina.com email)

Car License plate 2005- Henan ADB922




FLAKE POWER THEORY?

What does this mean?

NS
. _ gysadM

Hackerg7are ad_dlcted to .the power oT\' = S;l use? An out-of-control hacker will only stop
ontrolling machines. bec expanding the network of compromised
machines once ev chine is either

Almost every time they compromise a new compromised by@im, or on hicompromise

machine, their “compromise boundary” grows. boundary.
\= pOWer

The@ better the more you tak@ because?
“regular” drugs.

“19% of UK senior roles go to

women compared to 51% in China”

https://docs.google.com/presentation/d/1Sv8IHKBtBEXjSW7WktEYg4EbAUHtVYyXIZBrAGD3WR5Y/edit?pli=1+#slide=id.g268c10cab_0267
https://www.theguardian.com/women-in-leadership/2013/sep/25/china-uk-female-senior-managers-study

@ e man @
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“"WHAT DOES [POWER ADDICTION] MEAN?”

Science, technology and innovation participation: tertiary science and engineering enrollment
g0 |- Figure 4. Average years of schooling by birth cohort

= GLOBAL WOMEN IN SCIENCE

Pasitioning

G
1

2000 2001 2002 2003 2004 2005 2006 2007 2008 2009 2010 i

Timeframe e
= I IRAN

W Brazil Female % M Indla Female % W South Korea Female % B Unfed States Female % —

| EUI’OPEBI'I Unfon Female %: South Afrfca Female % 1 9;3'] 19%5 19%,!'[' 1 9};5 1 EIBD 19%5
Bitth vear
Ruralmale: ————- Fural female
Urbanmale ———-—- Urban femde

http://wisat.org/what-we-do/stil/
http://www.brookings.edu/research/opinions/2009/01/29-iran-salehi-isfahani
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OF MICE AND MEECES

Money g Money
Ideology Entertainment
Compromise or Coercion Ego

Ego or Extortion Cause

Enter Social Groups

PRICE MARGINAL
' COST S t t
1 AVG TOTAL atus
' \ . COST
P D = AVG

4 PRO % REVENUE = 1. Anti-Collaborative...SHHHH!

MARGINAL

REVENUE 2. Collaborative
3. Hyper-Collaborative

Q QUANTITY

http://www.sparknotes.com/economics/micro/supplydemand/equilibrium/section3.rhtml
http://www.aic.gov.au/documents/1/B/A/%7B1BA0F612-613A-494D-B6C5-06938FE8BB53%7Dhtcb006.pdf
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HOW TO LOSE A FIGHT
BA oo oo

Slides for my talk on mobile phone
operational security and hardening Android:
slideshare.net/grugg/mobile-o... + source
code: github.com/grugqg/darkmatt. ..

# Reply 3% Retweeted % Favorite ess More

RETWEETS  FAVORITES

139 177

“If you want to lose a fight, talk about it first”

223 AM -4 Apr 2014

—Quellcrist Falconer

http://www.twitter.com/thegrugq/status/452013704632991745

EMC Pivota [N vmware
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HOW TO LOSE A CITE

W http://en.wikipedia.org/wiki/Quellchrist_Falcor O B

If you want to lose a fight, talk about it first If you want to lose a fight, talk about it first.

—Quellcrist Falconer Furies

i No results found in this book for If you want to lose a fight, talk about it first - Search all books »

'*"‘.*' w* ".‘: W
45 Reviews
Write review

Woken Furies
By Richard K. Morgan

[ | http://books.google.com/books?id=RvIMkL8cuw0C&Ipg=PA138&0ots=9_MMVQdOcP&dq=
Ilf "_I,-"DI.I want to lose a ﬁgl Go quellcrist%?20falconer%20%?20woken%?20furies&pg=PA138#v=snippet&q=1f%20you%?2
— - Owant%?20to%20lose%20a%20fight,%20talk%?20about%?20it%20first&f=false

(‘s) EMC Pivotal BN vmwa

© Copyright 2014 EMC Corporation. All rights reserved.

12




GANGSTER CONFESSION

“Nobody could pay me for this
work. It was my patriotic
duty. There ain’t no amount

of money to buy them kind of
things”

- Meyer Harris "Mickey" Cohen

http://books.google.com/books?id=TXOnqtNJWWEC&g=nobody could pay me for this work
http://life.time.com/crime/mickey-cohen-photos-of-a-legendary-los-angeles-mobster-1949/
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= -A<-‘OI\AII-EZ&~SI()':‘\|$ OF AN -
- ECO-TERRORIST

NATURE NEEDS A MOTHER LIKE lIlM

ACTIVIST CONFESSION

1. Seek attention
2. To win...talk. A lot

“Hey, seal is no big deal,
I've eaten elephant..”

3. Leverage motive triggers
(Humor, Fear, Despair)

BEKENNTNISSE EINES OKO-TERRORISTEN
http://www.youtube.com/watch?v=K0OSo_LHZeTw

14




MAPTNDIANT1 EXAMPLE

Resident foreigners in Shanghai (10/0)

1. 99_80/0 HTRAN Connectlons: Country of Origin Population {2009) Population {2010}
. . ® Japan 31,490 35075
Redirected to Shanghai addresses J e Unfes Staes 21284 s e
. . e South Korea 20,700 21073
2. 97% monitored RDP sessions: g B France . - s
Simplified Chinese systems mGermany 7,253 8023
[ Singapore 7209 7 45
3. Chinese government: only one B+l Cana 6,121 7305
with motive, means, and ol fustEls - s2e o Tee
. = United Kingdom 5,137 5591

opportunity =
v

“...trading houses from the United Kingdom, France, the United States,
Italy, Russia, Germany, Japan, the Netherlands and Belgium”
- Wikipedia

EMC Pivota [N vmware
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SIMPLIFIED CHINESE SYSTEMS

Microsoft MS 00-069 Sun CVE-2008-0730 Microsoft MS 13-075

IME for Simplified Chinese does (1) Simplified Chinese, (2)

not correctly recognize the Traditional Chinese, (3)
machine state, and exposes Korean, and (4) Thai
inappropriate functions as part language input methods in
of the logon screen. As a result, Sun Solaris 10 create files
a malicious user who had and directories with
access to either a physical weak permissions...

keyboard or a terminal server
session on an affected machine

could gain LocalSystem

privilege even without
logging onto the machine.

http://www.cvedetails.com/cve/CVE-2008-0730/
http://technet.microsoft.com/en-us/security/bulletin/ms00-069
http://technet.microsoft.com/en-us/security/bulletin/ms13-075

(:O:) EMC Pivotal [EN vmware
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The vulnerability could allow
elevation of privilege if a
logged on attacker launches
Internet Explorer from the
toolbar in Microsoft Pinyin
IME for Simplified Chinese.
An attacker who
successfully exploited this
vulnerability could run

arbitrary code in kernel
mode.

16




SIMPLIFIED CHINESE SYSTEMS

March 2, 2014 @t Microsoft “Microsoft will work with Chinese
security firms to issue patches for

W% D% XP aRRMEILIE 4 5 8 BLUSHER.

70% Chinese XP users never
B, ARG ERERTEEIT , SOERRERNEARSERAESRIHE HEIAN , hELBEE : .
XP ORI | ERPBERGER— MR , SRR R, installed any security update

W= BIRER , TOMIEPE O P, 513 FR R WP, WFABSE « 195m PCs
—— :@m‘m RS NS B S RIS , (TS 550 Run XP = 107m

90% Pirated = 10.7m Patchable
30% Patched Once = 3m
3m of 107m Systems =

3% Patched

http://www.neowin.net/news/statcounter-windows-xp-is-the-most-used-os-in-eight-countries-including-china
http://www.neowin.net/news/ballmer-9-out-of-10-copies-of-windows-in-china-is-pirated
http://www.tomsguide.com/us/windows-xpocalypse-china,news-18403.html

EMC Pivotal BEHN vmware
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MO, EEEE 13 SRR TR R IR URR | FRLIDT AT SR EENRET M. R
— A ERGTERSERRT , ARSECGRET.

BEAR—HLE XP EBEITETE. RELCERE  ETRESET 5, B R
Rz, ROSOEMASENNEATEERRE L , METRTss , Pirks,

g oo |
=
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# .. > 'NATIVE CHINESE SPEAKERS

. ’ - Each det = approximately .1‘(‘)(?'pe_op|e | Gitan.
Top Ten Languages on the Internet, May 2011 R e = .o ronio "o

. e (A A

'r . 1Chi

[ ] 1 o
Chine s | - ok A r rf e
Spanish I English: i Wiy gl et
Chinese: sgomilion | 5 T, A TrE.™ gt ol R
sapanoss Chincse: S e e e g ‘.;.:?' oy
Pﬁﬂuﬂ\msﬂ _ . 0 il " ) ..I o = #aw L] EJ-I“-T g-tﬂn
Gorman [N - -' . e = b - F‘- "‘E.,
Arabic I ol At it T —
- s % = e, "y
Feoneh NN %4 T, e e ¥-- -
Russlan I 3 F . =y =Sy i T = 222
Koroan [N ’_ s re® B P 5 o =~
0 100 200 300 400 500 600 : e S
Millions . : -
| " F ™ E L
Bowesy Brosdbang Coarremission B = = = " = .- » .:
] T [ L L
- s = F
#5-1 ::-L'hon =T e
§ ":ﬁ
L%
5 iy
- I
ﬁl. i -1l .; ’
http://www.census.gov/hhes/socdemo/language/data/language_map.html O EENRL

http://Www.broadbandcommission.org/work/doqumecnts?spx g il e
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SOCIAL ENGINEERING LINGUISTICS

419 Linguistic Attack Analysis: Morphology

419 Linguistic Attack Analysis: Phonology

Punctuation and spacing errors

— "l am elder son of . Maj.General Gwazo former
Military chief Security officer”

— "send me a letter ofinvitation, in other for me to get
my Visa to join you up”

Capitalization errors
— "Dear sir, Before i start, i must first apologize”

— "l was opportune and pleasured to have come
across your Contact though this satellite media”

i |
3 RSMUN‘ERFNCTZBIDI

419 Linguistic Attack Analysis: Syntax

Insertion of infinitives
— “that made me fo contact you”
Unusual word order
— “money of which | am in possession”
— "Since afterthe death of the Head of State”
— "“we shall be coming over to your country”
Incorrect agreement
— “things gets better”
— "until my father is release”
— "The Federal Government have seized all our

properties”
RSACOMNFERENCE 2010 II

EMC’ Pivotal

«
)
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Fancy words carefully spelled

- "my family has been subjected to all sorts of
harassment and intimidation”

— "This money is now floating in the NPA domiciliary
account”

— "Modalities have been worked out at the highest level”
De-contractions

— "Qur status as refugees does not permit us to run an
account here”

— “We do not know whom exactly to blame”
— "we can not leave the country”
— "my need to get some one to assist me”

32 RSACONFERENCE 2010 I

419 Linguistic Attack Analysis: Discourse

Florid style

"l am glad to say that with the introduction of Internet
and website, | was opportune and pleasured to have
come across your Contact though this satellite media”

| therefore personally, appeal to you seriously and
religiously for your urgent assistance to move this
money into your country where | believe it will be safe
since we can not leave the country due to the restriction
of movement imposed on my father and the members of
our family by the Nigerian Government.”

34 RSACONFERENCE 2010 i

RSA

AFF Language-Based Detection Rules

Linguistic Analysis Real Fraud

Misspellings Frequent Few
Contractions Frequent Few
Syntax Correct Incorrect
Florid Discourse Some Very

RSAC 2010




IF ATTRIBUTION
TO LANGUAGE
HARD (2)

THEN ATTRIBUTION
TO A NATIONAL
“SITUATION” (3)...

AN ! .
(£ e) EMC Pivotal
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SIUTATION

ACCORDING TO
worldjusticeproject

¥

Kenya
Global Rank: 86

Ethiopia X Overall Score: 0.43
Overall Regional Income Global
Score Rank Rank Rank

042 1418 1116  88/99

871112 ,,

a5 56 ;
3.4 15
82 :
8.2 21
8.1 05 22

7.7 2.2
76 24 ;
. . Cambaodia

Global Rank:
7.4 3.2
Overall Scogf 0.4

7.3 2.3
7.2 2.4

7.1 4.1

6.5
6.4 Absence of civil conflict,
o3 ¥ o094
6.2
6.1 -
53 52 57 48 47

— Ethiopia

—_— Sub-Saharan Africa 6

— Low income group

Pakistan
Global Rank: 86
Overall Score- .36

3

Liberia
Global Rank: 87
Overall Score: D.42

Bangladesh
Global Rank. 92
Overall Score: 0.39

Zimbabwe
Global Rank: 97
Overgll Score- 0.34

Ethiopia
Global Rank: 88
Cverall Score: D.42

o

Nigeria
Global Rank. 93
Owerall Score: 0.39

6

Afghanistan
Global Rank: 938
Overall Score 0,34

Myanmar
Global Rank: 89
Overall Score: 0.4

Bolivia
Global Rank. 94
Overall Score: 0.39

Venezuela
Global Hank: 99
Ohyerall Senre .34

Uganda
Global Rank: 90
Overall Score: D.44

Cameroon
Global Rank: 95
Overall Score: 0.39




Austria X Romania X Ukraine X

Overall Regional Income Global Crverall Regional income Global Crverall Regional Income Global
Score Rank Rank Rank Score Rank Rank Rank Score Rank Rank Rank

0.82 6/24 7130 7/99 059 22/24 3/29  33/99 0.47 8/13 13/24  68/99

gF LY 12 BF LV 12 g EF-EE.TE oo
o 5.6 1.3 ' 4 45 BB L2 55 BB R
B4 1.5
B.3 5
B2 Z:1
2
7z
24
2.1
3.2
33
24
4.1
5.2
53
5.2 Absence of civil conflict, ¥

42 5.2 grewre

B3 555y 48

— Atistria — Romania — Ukraine
=— Western Europe & North America — Western Evrope & Morth America — Eastern Europe & Central Asia
— — Upper middle income group — Lower middle income group

High income group

EMC Pivota [N vmware
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OOPS, UH, WE MEANT KOREAN...
“EHENESE Espionage Attacks Against Ruskies”

Dec 12, 11:12 am: ...clues point to Chinese design and operation. The malicious
Word document sample that kicked this off was authored from a Microsoft
Windows system that was set to use the language pack "Windows Simplified
Chinese (PRC, Singapore). The researchers also say they were able to gain access
to the control server used in the attack, which revealed systems logging in
from China to check on new victims.

Update, 1:05 pm: FireEye just published a blog post about this research, which
indicates they now believe the likely source of this attack was Korea, not China.
The headline to this story has been modified.

http //krebsonsecurity.com/2012/12/chinese-espionage-attacks-against-ruskies/#more-17850

(0) EMC Pivotal Y vmware
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OOOPS, UH, WE MEANT...

NN il Bl T PAEPIJOCT DL |

BLLELSGA s x fodaran I S a

200 DRAGON
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© Copyrlght 2014 EMC Corporation. All rights reserved.

http://www.flyingpenguin.com/?p=14880

24




0
g
.
b

“"Well, that is what it was
bloody well designed to
do, wasn't it?”

- Sir Frank Whittle
Inventor of the Jet Engine

1930 - Whittle UK patent
1935 - Nazi gov builds working model

http: //www eaa.org/warbirdsbriefing/articles/1211_frank-whittle-1942-jet-pioneer.asp

(0) EMC’ Pivotal [N vmw:
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DEFENSE RESEARCH

DETECTION AVOIDANCE

N ) .
(£ 9 EMC Pivotal Y vmwa
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VACATIONING COUPLE THWART BURGLAR .
PHONE APP HELPS CATCH CROOK

http://www.komonews.com/news/locaI/Vacationing—woman—uses—security-app-to-watch—burglar—j,n—he;—ﬁome—z159@‘751.htmI



©Anii Vitale
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http://www.emc.com/collateral/demos/microsites/mediaplayer-video/continuous-operations-oracle-rac

N : |
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DEFENSE RESEARCH

KNOWLEDGE PRIVACY
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KNOWLEDGE
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LESSONS FROM THE SNOW DEN

1854: GHOST MAP OF LONDON 1854: CHOLERA VORONOI RSAC 2012: BREACH DATA

http://www.flyingpenguin.com/?p=18259

Dr. John Snow

1813-1858




FURTHEST POINT FROM POLITICIANS

State borders are redrawn based on the

locations of the state capitals; the land at any

given point is owned by the state with the b i
geographically closest capital city. ) e 7

http://vizual-statistix.tumblr.com/post/48625446909/these-are-voronoi-maps-of-the-contiguous-usa

@ e mm
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YOU ARE HERE

https://www.jasondavie

(@) EMC Pivotal [EN vmware
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s.com/maps/north-korea-distance/
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“THE LESS AMERICANS KNOW... THE MORE THEY WANT TO INTERVENE"

Where's Lkraing? Each dot depicts the location where 2 U8, survey raspondent situated Ukraine: the dots are
colored based on how far removed they are from the actual country, with the most accurate responses in red and
{he least accurate ones In Blue. (Data: Survey Sampling Intermational; Figure: Thomas Zeitzef The Monkey Cage)

http://www.washingtonpost.com/blogs/monkey-cage/wp/2014/04/07/the-less-americans-know-about-ukraines-location-the-more-they-want-u-s-to-intervene/

@ evc o G v

© Copyright 2014 EMC Corporation. All rights reserved.
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W I INTELLIGENT
SIMPLE CHKLISTS ANALYSIS

defaults before mstallm
\‘*‘ S TR 7

http://www.mdjonline.com/view/full_story/973899387article-Father-trains-son--to-fly-helicopters-with-night-vision
http://www.dvidshub.net/image/962244/oklahoma-national-guard-pilots-train-war-time-standard

AN ! :
(£ e) EMC Pivotal
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INTELLIGENT ANALYSIS AT SCALE

BINARY RANKED MEANING

CAVEAT: "NO FISH IN TOO CLEAR WATER"

AN ! .
(£ e) EMC Pivotal
© Copyright 2014 EMC Corporation. All rights reserved.




NYC FIRE ATTRIBUTION

3,000 Major Fires / Year
1,000,000 Buildings (330K Inspected)

2013 2014
« Random Inspections < Inspections by Rank
« 60 Factors « 2400 Factors

“Low-income neighborhoods are

- - correlated with fires”
- . - Jeff Chen, NYFD Director of Analytics

http://blogs.wsj.com/digits/2014/01/24/how-new-yorks-fire-department-uses-data-mining/

EMC Pivota [N vmware
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INTELLIGENCE REDEFINES KNOWLEDGE

‘ Record ‘ Sort ” Collect ‘

Q Devices
G Networks

AN ! .
(£ e) EMC Pivotal
© Copyright 2014 EMC Corporation. All rights reserved.

===

Long-Term

<NOUN>

* Users

* Apps
e Content -

<ADJ> API

e Time
* Alias
* Property

Real-Time

A

Alert &
Report

~ Investigate

~~ < &Analyze
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Respond
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EVEN KNOWLEDGE OF REPLICANTS

[ Client ] "Runaway Job! Kill -9"

v —

@ Kerberos 3 ﬁ

\
[ Job Tracker ] Name Node ]

Task
Tracker

“Spawned Jobs”

AN ! .
(£ e) EMC Pivotal
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By GARY (ARSON
]

THE FAR SIDE®
=

._\

r-ﬁ‘ﬂ

«>

© Copyri ght2014 EMC Corporation. All rights

Don’t threaten me,
Thagerson!

My cousin’s an
anthropologist
and she can make
your life hell!




“On those who step into
the same rivers, ever
different waters flow.”

Quellcrist Falconer
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KONZA WASTE ARCHAEOLOGY
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REAL-TIME WASTE ARCHAEOLOGY

(Va7

« /’/
H/{k
.

ANy

N

Croatia

London | " Canada

http://gizmodo.com/meth-in-london-heroin-in-zagreb-the-answer-is-found-i-1508209127

(:0:) EMC Pivotal 3 vmware
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"ONE CLICK"
GOOGLE SPOOKS ON YOUR TAIL!

’ ADTECH
T B
Mmg -1 Cuamcim
. dhgesen oo L} —_— ]
Do R
et At gﬁﬁ?ﬁ e Eiﬁﬁ";m
0o Wnﬂ— . L ege dateug D
Fm-mmn.ﬁ "“"“ ~ 3 GCrTALA VD O - “'“:"'ﬁw&m i —
G e R 1 e

~— 100 hgwr Ppl R )

. Ol .:
b s 3 Lot Wk! o — ﬁ-’m -gmu

L Gy a e Skl
'_:.:-' Chalriias A ;ﬂ:
b, iy Terpramdilring
Sfurpiougn L D1 DoraLs oy
Tilskid et e e 1  — - ﬁ"’
MIMEW% 3 Booge Bovpae

https: //tW|tter com/jason_kint/status/451716219482025984/photo/1
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“Ad blocking to me is so
fundamentally wrong, it just
boils my blood...fundamental
threat that it is.”

General Counsel and EVP Public Policy

Interactive Advertising Bureau

-"‘
popped an ad suggesting}li
an arreSt record I anOt. http://phys.org/news/2013-05-fairness-ads-outlines-bias-score.html

http://www.cnet.com/news/ad-blockers-get-ad-group-execs-blood-boiling-g-a/
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M
RE-IDENTIFICATION,

— 53% IDs Unique
DOB + Sex + City .--l[*
— 87% IDs Unique 'y,
DOB + Sex + Zip -
| “Few Characterlstlcs Neededg
™, .» Latanya Sweeneyﬂ

— Minimums Advised: ‘ ,

State, Year




THE AGE OF "RE-IDENTIFICATION"

2000: MA Governor ldentity $20
2014: Any “Neighbor” Identity $22
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Voter Registration / Group Insurance Commission (GIC) Data

http://dataprivacylab.org/projects/identifiability/index.html
http://www.uclalawreview.org/?p=1353
http://www.zeit.de/2014/07/harald-martenstein-datenschutz
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UNCERTAINTY OF
ATTRIBUTION

~ Finding the Needle
“ in the Needlestack

Davi Ottenheimer
@daviottenheimer
Vienna, April 2014
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Thank you!



