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What does this mean?
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Hackerg7are ad_dlcted to .the power oT\' = S;l use? An out-of-control hacker will only stop

ontrolling machines. bec expanding the network of compromised

machines once ev chine is either
Almost every time they compromise a new compromised byd@im, or on hiScompromise
machine, their “compromise boundary” grows. boundary.
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Science, technology and innovation participation: tertiary science and engineering enrollment
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Slides for my talk on mobile phone
operational security and hardening Android:
slideshare.net/grugg/mobile-o... + source
code: github.com/grugqg/darkmatt. ..
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If you want to lose a fight, talk about it first If you want to lose a fight, talk about it first.

—Quellcrist Falconer Furies
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Resident foreigners in Shanghai C RD

QQ LR 4" ) ) + Country of Origin ~ Population (2009) Population (2010)
" _‘r- ® Japan 31,490 35 075
) 4 = United States 21,284 24 358
QHR % "$E + e South Korea 20,700 21073
B B France 7437 8238
7 % ; % B Cermany 7,253 8023
[ Singapore 7,209 7 545
00 + J+j Canada 6,121 7 306
2 % ( % ( ﬂ.&u?[ralia. 5 257 B 165
~E Linited Kingdom 5,137 5591
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419 Linguistic Attack Analysis: Phonology

Punctuation and spacing errors

— "l am elder son of . Maj.General Gwazo former
Military chief Security officer”

— "send me a letter ofinvitation, in other for me to get
my Visa to join you up”

Capitalization errors
— "Dear sir, Before i start, i must first apologize”

— "l was opportune and pleasured to have come
across your Contact though this satellite media”

i |
3 nsnmmsﬁmcunml

419 Linguistic Attack Analysis: Syntax

Insertion of infinitives
— “that made me fo contact you”
Unusual word order
— “money of which | am in possession”
— "Since afterthe death of the Head of State”
— "“we shall be coming over to your country”
Incorrect agreement
— “things gets better”
— "until my father is release”
— "The Federal Government have seized all our

properties”
RSACOMNFERENCE 2010 II
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419 Linguistic Attack Analysis: Morphology

Fancy words carefully spelled

- "my family has been subjected to all sorts of
harassment and intimidation”

— "This money is now floating in the NPA domiciliary
account”

— "Modalities have been worked out at the highest level”
De-contractions

— "Qur status as refugees does not permit us to run an
account here”

— “We do not know whom exactly to blame”

— "we can not leave the country”

— "my need to get some one to assist me”

32 RSACONFERENCE 2010 l

419 Linguistic Attack Analysis: Discourse

Florid style

"l am glad to say that with the introduction of Internet
and website, | was opportune and pleasured to have
come across your Contact though this satellite media”

| therefore personally, appeal to you seriously and
religiously for your urgent assistance to move this
money into your country where | believe it will be safe
since we can not leave the country due to the restriction
of movement imposed on my father and the members of
our family by the Nigerian Government.”

34 RSACONFERENCE 2010 I
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AFF Language-Based Detection Rules

Linguistic Analysis Real Fraud

Misspellings Frequent Few
Contractions Frequent Few
Syntax Correct Incorrect
Florid Discourse Some Very

11 7
283
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Ethiopia X
Overall Regional Income Global
Score Rank Rank Rank

042 14118 11/16  88/99
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8.2 1.6
8.2 21
8.1 22
0.5 ‘

7.7 22
76 24
7.5 2.1
7.4 32
72 2.2
7.2 2.4

71 4.1

6.5

Absence of civil conflict,
0.94

53 5257 48 47

— Ethiopia
— Sub-Saharan Africa
- Low income group

Kenya
Global Rank: &6
Overall Score: 0.43

Cambaodia
Global Rank;

Overall S 0.4

o

Pakistan
Global Rank: 84
Overall Score- .36

Liberia
Global Rank: 87

Overall Score: D.42

Bangladesh
Global Rank. 92
Overall Score: 0.39

Zimbabwe
Global Rank: 97
Overgll Score- 0.34

Ethiopia
Global Rank: 88

Cverall Score: D.42

Nigeria
Global Rank. 93
Owerall Score: 0.39

Afghanistan
Global Rank: &8
Overall Score 0,34

Myanmar
Global Rank: 89
Overall Score: 0.4

Bolivia
Global Rank. 94
Overall Score: 0.39

Venezuela
Global Hank: 99
Ohyerall Senre .34

Uganda
Global Rank: 90
Overall Score: D.44

Cameroon
Global Rank: 95
Overall Score: 0.39
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Overall Regional Income Global Crverall Regional income Global Crverall Regional Income Global
Score Rank Rank Rank Score Rank Rank Rank Score Rank Rank Rank
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— Atistria — Romania — Ukraine
=— Western Europe & North America — Western Evrope & Morth America — Eastern Europe & Central Asia
— — Upper middle income group — Lower middle income group

High income group
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http://gizmodo.com/meth-in-london-heroin-in-zagreb-the-answer-is-found-i-1508209127
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2000: MA Governor Identity $20
2014: Any “Neighbor” Identity $22
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