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RESEARCHING...
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Slides for my talk on mobile phone
operational security and hardening Android:
slideshare.net/grugg/mobile-o... + source
code: github.com/grugqg/darkmatt. ..
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“If you want to lose a fight, talk about it first”

223 AM -4 Apr 2014

—Quellcrist Falconer

‘(?') EMC Pivotal E3Y vmware @sounce g..

ecurity Conference And Training
© Copyright 2014 EMC Corporation. All rights reserved.




RESEARCHING...

http://www.twitter.com/thegrugq/status/452013704632991745 W http://en.wildpedia.org/'.\'ild/Quelld'urist Falcor p

“If you want to lose a fight, talk about it first” If you want to lose a fight, talk about it first.

Furies
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DEFENSE RESEARCH

DETECTION = AVOIDANCE
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http://www.emc.com/collateral/demos/microsites/mediaplayer-video/co t s s-operations-orac emc-vplex.htm
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VACATIONING COUPLE THWART BURGLAR .
PHONE APP HELPS CATCH CROOK

http://www.komonews.com/news/local/Vacationing-woman-uses-security-app-to-watch-burglar-in-hes-home-2159 51.html




DEFENSE RESEARCH

KNOWLEDGE PRIVACY
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KNOWLEDGE
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http://compass.ups.com/UPS-driver-avoid-left-turns/
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LESSONS FROM THE SNOW DEN

1854: GHOST MAP OF LONDON 1854: CHOLERA VORONOI RSAC 2012: BREACH DATA
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http://www.flyingpenguin.com/?p=18259

John Sow
1813-1858
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FURTHEST POINT FROM POLITICIANS
17 i Oronoi qf the USA

State borders are redrawn based on the
locations of the state capitals; the land at any
given point is owned by the state with the
geographically closest capital city.

http://vizual-statistix.tumblr.com/post/48625446909/these-are-voronoi-maps-of-the-contiguous-usa
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“THE LESS AMERICANS KNOW... THE MORE THEY WANT TO INTERVENE"

Where's Ukraing? Each dol depicls the location where a2 U8, survey raspondent situated Ukraine, the dols are

colored based on how far removed they are from the actual country, with the most accurate responzes in red and

ihe least accurate ones n blue. (Data: Survey Sampling Intermational; Figure: Thomas Zeitzeff The Monkey Cage)
http://www.washingtonpost.com/blogs/monkey-cage/wp/2014/04/07/the-less-americans-know-about-ukraines-location-the-more-they-want-u-s-to-intervene/
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SOME F'ING HARD PUZZLES AHEAD

FINISHED FILES ARE THE RE
SULT OF YEARS OF SCIENTI
FIC STUDY COMBINED WITH
THE EXPERIENCE OF YEARS...
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KNOWLEDGE
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Systematic Treatment of Iliness

ily Identified

tine Treatment

imum Judgment
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1. Identify Sickness ASAP
2. Keep Adequate Records
3. Evaluate Daily Sick

4. Adapt Until Noted Improvement
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EARLY DATA ARCHITECTURE AND CONTROL

Data Shared _ ~ INTERFACES (REPORTING)

Nodes Distributed
(PROCEDURAL)

HIVE

(DECLARATIVE)

SQOOP

(DB SYNC)

Clients
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Access Controls Ope
Web Services Open :
Networks Open
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PROCESSING ROLES
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W I INTELLIGENT
SIMPLE CHKLISTS ANALYSIS

defaults before mstallm
\‘*‘ S TR 7

http://www.mdjonline.com/view/full_story/9738998/article-Father-trains-son ——to—fly—heli ccccccc -with-night-vision
http://www.dvidshub.net/image/962244/oklahoma-national-guard-pilots-train -war-time-standard

l’o) EMC: Pivotal -

[l

SOURC E

nnnnnnnnnnnnnnnnnnnnnnnnnnnn




INTELLIGENT ANALYSIS AT SCALE

ZERO
BINARY RANKED MEANING POINT

CAVEAT: "NO FISH IN TOO CLEAR WATER"
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INTELLIGENCE REDEFINES CONTROLS
% - Alert &
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Long-Term A Report
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INTELLIGENT CONTROLS AT SCALE

Annual Savings

« 33 Years of Time

- US$8,000,000

« 27 Fuel Tanker Trucks
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DATA CONTROLS . Brakes

e Suspension
e Horn
 Mirrors
 Seatbelts

T
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DATA CONTROLS . _Br3kes
Wi PRibpes . _StrSpension
UST m
E.EFlNED Seatbelts
| ’L\ 7"& ) | : Checklists
- AL Threat
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10X More Data, Accessible 24x7x365
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BEWARE TRUST DELEGATIONS

(4

[ Client ] “"Runaway Job! Ki

-
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+  Kerberos &
oy —

[ Job Tracker ] Name Node ]

Task
Tracker
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“Spawned Jobs”
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PRIVACY
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“On those who step into
the same rivers, ever
different waters flow.”

Quellcrist Falconer
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Anthropologists! Anthropologists!

By GARY LARSON

THE FAR SIDE®

Tha Far Side® by Gary Larsan © 1984 FarWorks, Inc. All Rights Reserved. Usad with parmission.
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Don’t threaten me,
Thagerson!

My cousin’s an
anthropologist and
she can make your
life hell!

By GARY LARSON

THE FAR SIDE®
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REAL-TIME ARCHAEOLOGY

London : Canada

http://gizmodo.com/meth-in-london-heroin-in-zagreb-the-answer-is-found-i-1508209127

@sounce g
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ONE CLICK
GOOGLE SPOOKS ARE ON YOUR TAIL!
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popped an ad suggesting il
an arrest record. I{dolnot:

“Ad blocking to me is so
fundamentally wrong,

it just boils my blood...
fundamental threat that it is.”

General Counsel and EVP Public Policy

Interactive Advertising Bureau

http://phys.org/news/2013-05-fairness-ads-outlines-bias-score.html

http://www.cnet.com/news/ad-blockers-get-ad-group-execs-blood-boiling-g-a/
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RE-IDENTIFICATION,

— 53% IDs Unique
DOB + Sex + City
— 87% IDs Unique
DOB + Sex + Zip
— State/Year

Minimum Advised

" “FewjCharacteristicsiNeededx
? - L;!tanya Sweeney,$2000



RE-IDENTIFICATION

- 2000: MA Governor Identity $20
28 2014: Any “Neighbor” Identity $22

Cambridge
\Voters
Slawoisn)d
219

Birth Date Gender Zipcode

Voter Registration / Group Insurance Commission (GIC) Data

http://dataprivacylab.org/projects/identifiability/index.html
http://www.uclalawreview.org/?p=1353
http://www.zeit.de/2014/07/harald-martenstein-datenschutz
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PRIVACY
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1 Admin : 30,000+ Nodes
EARLY HADOOP ARCHITECTURE

_— — — — — — — el e e e e — — —

Data Node &
Task Tracker
Data Node &
Task Tracker
Data Node &
Task Tracker
Data Node &
Task Tracker
Data Node &
Task Tracker

job tracker name node . client A
W ata Node & Data Node & A
Task Tracker Task Tracker Task Tracker
Data Node &&E Data Node & Data Node &
Task Tracker Task Tracker Task Tracker Task Tracker
Data Node & Data Node & Data Node & Data Node &
Task Tracker Task Tracker Task Tracker Task Tracker
Data Node & Data Node & Data Node & Data Node &
Task Tracker Task Tracker Task Tracker Task Tracker
~ Rack 3

1/2 PETABYTE

~®
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EARLY HADOOP ARCHITECTURE

HAWQ Impala Spark

Zookeeper HBase

DataNode

Job Tracker Task Tracker m

Data Node + Compute Node

Ethernet

Data Node + Compute Node

Data Node + Compute Node

Data Node + Compute Node
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MODERN HADOOP ARCHITECTURE

HAWQ Impala Spark Zookeeper HBase DataNode

Job Tracker Task Tracker | NameNode |

Compute Node Compute Node Compute Node

Ethernet
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Compute Node Compute Node Compute Node
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ACCESS BY AUTHORITY

HAWQ Impala Spark Zookeeper HBase NameNode

Job Tracker Task Tracker ‘ DataNode
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SCALE-OUT CONTROL ARCHITECTURE

______
———————

Protocols
HDFS for
[CIFS INFSI Hadoop ]

REST for
[ HTTP IFTPI Object J

,
|
Client/Application Layer Network Layer Operating Environment Intra-Communication

‘(@) EMC Pivotal [EA s_auncs .
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CONTROLS AT SCALE

Trusted Big Data

e Full ACLs on File Systems
 Multi-Tenancy Aware
« Kerberos Authentication

 High-Resilience Architecture
— Data Protection (BC/DR, Snapshots, etc.)
— Name Node Continuous Availability
— SEC 17a-4 Compliant WORM

[ ]
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TRUSTED BIG DATA

PRIVACY KNOWLEDGE

&

EAsy IDENTIFY
ROUTINE KEEP
MINIMUM JUDGMENT EVALUATE
ADAPT
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