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About This Topic...

Malicious Use of Artificial Intelligence
Robotic Process Automation Control
Security With Machine Learning
Weapons of Math Destruction

e Dr. Strangelove
e 2001: A Space Odyssey
e Do Androids Dream of Electric Sheep
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Should Multi-user Systems Restrict Access?

UNIX

read for owner=1

write for owner =1 I 7
execute ror owner =1

read for group =1
write for aroup =0 | 5

execute for group =1
read for world =1

write for world =0
I execute for world=0

W X k = X EE = =
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Should Shared-networks Restrict Access?

UNIX
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Given Access
Management a iy
Worthy Goal... = A
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Ws Granted

Authority to Set Access?
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1829 Street Control Theory: The “Bobby”

Sir Robert Peel:

“I want to teach people that liberty does
not consist in having your house robbed
by organized gangs of thieves, and in
leaving the principal streets of London in
the nightly possession of drunken women
and vagabonds.”

https://books.google.com/books?id=eIN3xnstEWMC&pg=PA287#v=onepage&q&f=false



1829-1868 Police Commissioner Richard Mayne

Wrote General Instruction Book (to quell fears)

e Police can not order citizens carte blanche,
may require magistrate warrant

e Must use representative morality

e C(Citizens can file complaints in courts

Grew force 8X and coverage 10X

|ldeas expanded to every town in country

https://books.google.com/books?id=xFiPBAAAQBAJ&pg=PA72&f=false#v=onepage&q&f=false

. mongo
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1866 Streets + Vehicles: “Crossing Signals”

POLICE NOTICE. .JPr. knight
STRERT CGROSSING SIGNALS.

BRIDGE STREET, M&w PALACE YARD. Known for accident-free rail management.
CAUTION. STOP.

e SN 9 IR Proposes ship right-of-way red/green gas
| Bl lanterns* on a train-like signal pole to light
] semaphore arms operated by a “Bobby”

By the mCAUTION all pemnsmchargeuf
Vehicles and are warned to pass over the Crossing with
mandmerggrld‘o to the sakt ofPoothgers
y be displayed when it is
thatVehx:lesandeslnllbeacwaﬂ stopped on

ot %&W;ﬁf ?]‘];Wge o *1848 British Admiralty’s Rules of Road for Ships
Vehicles to ciear of the Crossing, ' [
" orses Rs;ngHARD MAYNE, Formalized Red/Green Signals

Ormmcinans o PSne il S Wt

https://books.google.com/books?id=V60zAQAAMAAJ&pg=PA722#v=onepage&q&f=false
https://www.icevirtuallibrary.com/doi/abs/10.1680/imotp.1887.21323 (] mongoD B 14



Many Fun History Examples: “Relational” Data Model

1899 Telegram Injection 1999 SQL Injection

A

e e S et o e 1. Expected: UPDATE CUSTOMER_TABLE SET
e s e NAME=“John Smith” WHERE
BN S e /27/ CUSTOM_NO=2333 STOP UPDATE
T 2. Injected: John” STOP DELETE
v i e s i CUSTOMER_TABLE STOP
o D sl e's: Sl 3. Executed: UPDATE CUSTOMER_TABLE SET
M‘-‘;;‘Z” Wit il NAME="John” STOP DELETE
| CUSTOMER_TABLE STOP” STOP UPDATE

1. Expected: NO. PRICE TOO HIGH
2. Altered: NO PRICE TOO HIGH
3. Safer: NO STOP PRICE TOO HIGH

https://codeburst.io/what-im-telling-business-people-about-why-relational-databases-are-so-bad-6f38d3d6c995 ¢ .
mongo



But... What if “Authority”
Chooses Acquiescence

Over Principles? M,r

ooooo




b e LT

‘Please pay attention, as the ethics have changed”

https://condenaststore.com/art/michael+shaw

. mongo
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November 2007: US Congress Warns Yahoo

== Principles Required in US Social Network Platforms ==

111

While technologically and financially you are giants, morally you are
pygmies,’ Rep. Tom Lantos (D. Calif.), who called the hearing on Capitol Hill,
told Yahoo's co-founder and Chief Executive Jerry Yang and General Counsel

Michael Callahan. Eth_‘cs

- providing |
sacized Yahoo for pro ) - es ,
tivists sharply et . jnvestigations ics \0 bu.s‘ =
C - cooperating n inve ELN! rincCl p\es ;.
d for mo |8 a\l P \atl

ers and human rights @

Lawmak . thorities, an |8
information to the CRITES N rules an ‘ rf\i g uct rec
involving dissidents: of right o de ¢

S that QU\

https://www.wsj.com/articles/SB119436469294284018

https://www.nytimes.com/2012/09/01/world/asia/wang-xiaoning-chinese-dissident-in-yahoo-case-freed.html 0 mongoDB. 18



February 2015: Yahoo CSO Dumps US Principles

“If we’re going to [acquiesce] for the US
government, do you believe we should
do so ... for the Chinese government,
the Russian government, the Saudi
Arabian government, the Israel
government, the French government?
Which of those countries should we give
[access] to?”

“What are you—some kind of justice freak?"
(3 Months Later: CSO Joined Company Widely Accused of “...track record of
acquiescence to the demands of authoritarian regimes...” and privacy violations.)

https://www.justsecurity.org/20304/transcript-nsa-director-mike-rogers-vs-yahoo-encryption-doors/
https://www.thedailybeast.com/zuckerberg-blew-off-warnings-of-russian-trolls-in-2015

. mongo
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People Tend to
Focus on
Privacy

“They contacted me

through Facebook”
-- Kansas militia leader

Availability

http://www.kansascity.com/news/state/kansas/article111883942.htmi () mongolB 20



And of Course
Downtime

“..social media giant - Confidentiality
already under fire for
failing to remove terrorist
material from its platform -
now accused of actively
connecting jihadists
around world, allowing
them to develop fresh
terror networks and even
recruit new members to

their cause”
-- Crime correspondent

https://www.telegraph.co.uk/news/2018/05/05/facebook-accused-introducing-extremists-one-another-suggested/ [ . ongo



Yet Acquiescence
Causes Major
Harms

“...social media giant -
already under fire for
failing to remove terrorist
material from its platform -
now accused of actively
connecting jihadists
around world, allowing
them to develop fresh
terror networks and even
recruit new members to
their cause”

-- Crime correspondent

Confidentiality

Availability

® ongonn 22



Was This Acquiescence to Malice Preventable?

“Two conspirators in Kansas militia [vehicular WMD]
plot posted similar comments about immigrants on
their Facebook pages in months leading up to their
arrests.

...possible Kansas militia conspirators saw and were
even influenced by Russian posts.

...divisive racial ad purchases averaged about 44 per
month from 2015 through summer of 2016, then rose
significantly in run-up to the November election.”

http://www.kansascity.com/news/politics-government/article212830274.html

® ongonn 23



A sign of things to come...
in a World of Intelligent
Machines \

-
(Susceptible to ' I,!'

Cognitive Bias) g

.m 000000



KNOWLEDGE

Quality of Rules Determines “Outcomes” (Winners)

1. Defeated Astronomers (Spotted Eight-Planet Solar System)
2. Defeated World Champion Go Player
3. Defeated Professional Poker Players at No-Limit Texas Hold’Em

“A.l. systems evolve using a rewards-based
system, and if there’s no benefit from a particular
course of action, they’ll try something else instead
[to win, based on quality of rules]’

http://www.slate.com/blogs/future_tense/2017/12/28/year_in_artificial_intelligence_most_impressive_ai_and_machine_learning.html

mongo
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Reyn Theo = ReynTheo &
@TayandYou Repeat after me!
' @

]

It S g Tay Tweets [ TayandYou &l

i . ¥ @ReynTheo | will do my Dest (to copy and paste)
Learning e =& & .

'.." Reyn Theo «HeynTheo 6
@TayandYou HITLER DID NOTHING WRONGI!
-0 -

11:32 PM - 23 Mar 2016 “ 3

g Tay'Meets

@ReynTheo HITLER DID NOTHING WRONG!
s 8 SE AR

h-44 PM - 2 Mar 201¢
B . P S, ..
JISIDES https://twitter.com/daviottenheimer/status/712889915533500416 ‘ ‘
flyingpenguin
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“Injured” Robot Wins Challenge Without “Any” Feet

“It flipped over on its
back and walked with
its elbows,” Clune
said. “It can be very
creative.”

https://www.theatlantic.com/technology/archive/2015/05/unbreakable-a-robot-that-cant-be-stopped/394 184/




|

Rarely uses any feet!



1979 - Starring: Mu Chuan Chen, Jackie Conn, Frankie Shum - Directed by: Joe Law



Driverless Venhicles as Weapon of Mass Destruction

Changing

the Rules
of WMD?

“No matter how far away, if you
see it, act on it now.. NOW*

®0wgsp https:/ftwitter.com/Reuters/status/957268697244229632
“EET https:/fwitter.com/daviottenheimer/status/90006543650676 3265




City Tires of Attack: Locals Combat Machines

E Mayor Judah Ze'QIer said some Using Leonia as a cut-through to the George Washington Bridge wil

streets get three times more traffic increase your commute time. Staying on the major highways will be
quickest route to the George Washington Bridge

than the normal average.

‘We get about 4,000 vehicles that
travel up the street that's behind
me on their way to the bridge,’
Zeigler said. ‘If the bridge is
backed up we get about 12,000
vehicles that go up that street.”

Wthh lm paCtS Small town uses low-tech solution to combat Waze
Faste r? C a r SWa rm S Navigation apps like Waze and Google Maps can help speed up your commit
or ICBMs

@DLUFISD http://newyork.cbslocal.com/2018/01/22/leonia-gwb-traffic-ban/ Omonqu

https://www.flyingpenguin.com/?p=22715
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Quiz

How would you stop entire fleet/swarm
(50K+) of driverless vehicles from following
Kill & destroy orders?




Had Nearly 11 Sec to Avoid Fatal Crash, Used 1

(((davi - 2/8))
@cwhite_92 @unasayceil I they're behaving In predicate manner

shifing toward exit._why watch until laté block them and then freak?

A
w Owner video of Autopiio! steering o avold collision with a3 truck
Autopilot Seves [

sutopeiot saved the car autonomously trom

a side collision from a boom Iift truck. | was driving down iy
the imarsiate and you can ses the boom i (((daV| L‘;ﬂt)))

@tjdonegan @cwhite 92 @lindsaycaeil

I story i see is proper analytics (eg
human) far earlier detects what Il blind to
until late

B\- “S]DE S https://twitter.com/daviottenheimer/status/721875721946202112 y ,
flyingpenguin
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Waited 9 Days to Notify Safety Regulators

“...continue to

§ find parts of the
car in their yard
-~ eight weeks

“ after the crash”

@EE_L},{@.SP http://www.flyingpenguin.com/?p=22441 .mongo;-; 34



Data Integrity Failure Can Kill attended the University of %

New Mexico and enlisted in
the Navy in 1997. Joshua be-

1. Autopilot requires continual and came a master EOD techni-f%=
cianand due tohisdetermina-,

i i tion and dedication, he “"
full attention of driver achieved his aspirations to be' ﬁr., ‘

- - part of the Navy SEAL teams.
2. Drivers will not do so, therefore He disiicaion 11 gears 1o fhe

] Navy and was an honored
Manufacturers responsible T e

cial Warfare Development
3. System had to be updated to o, (SRDG, Afer L

- : - : discharge, he worked for
disable Autopilot if driver not et Bl oo

' i created his own successful
continuously and fully attentive  Frte 8 o o s I

Source: https:/static.nhtsa.gov/odi/inv/2016/INCLA-PE16007-7876.PDF,

. https:/iwww.documentcloud.org/documents/2938399-joshua-brown-obit.html EP I |
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Urban Missile Program

any comment @sfpd @sfmta @walksf on driverless -running red lights,
ignoring pedestrians in crosswalk? twitter.com/JoeBeOne/statu.

. davi (((()))) ##8 @daviottenheimer - 14 Dec 2016 v

Driverless running red light

v 5"&" :

e

e & b o~ T
CLE PR<_ '

“41% increase in hit and runs in
P o) 010/030 S wi® 3] [London], SayS C|ty Ha””

~y

O 1 112 ) 6

https://twitter.com/daviottenheimer/status/809204856007245824
http://www.londonlive.co.uk/news/2016-12-20/41-increase-in-hit-and-runs-in-the-capital-say-city-hall .mongo 36



Had 6 Sec to Avoid Fatal Crash, Used None

Object

detected
as bicycle

https://www.extremetech.com/extreme/269882-lll-self-driving-car-had-6-seconds-to-avoid-fatal-pedestrian-crash



Removing Brakes on Innovation:-a Woman

“Arizona welcomes ... self-driving cars
with open arms and wide open roads.
While California puts the brakes on
innovation and change with more
bureaucracy and more regulation,
Arizona is paving the way for new
technology and new businesses,”
[Governor] Ducey said. “California may
not want you, but we do.”

https://www.washingtonpost.com/news/dr-gridlock/wp/2018/03/19/Illl-halts-autonomous-vehicle-testing-after-a-pedestrian-is-struck/

) mongo
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You Expect “Intelligent” Machines To Save Lives?

80%

72%

70%

Pedestrian Death
Probability by Light Level

6000
5006
40%

30%

249%
20%
10%
2% 2%
0%
Daylight Dawn Dusk

Source: FARS
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Reinforcement Learning Defeat
", What Do YouSee?

.

Lepse Avenue, Kiev, Ukraine: https://www.jwt com/en/ukraine/work/pedestrianghost/




Driverless Economics Indicates Deaths Increase

PEDESTRIAN DEATHS

An estimated Pedestrian deaths as @ percentege
5,997 pedestrian of total traffic fatalities:
fatalities occurred
during 2016,
compared with
5,376 in 2015 and
—
—

4,910 in 2014,
014 2015 201 I I I

*2018 estimate basad on preliminary data
SOURCE: National Highway Traffic
Safety Administration

Source: GHSA Jim Sergent, USA TODAY &

.mongo



InfoSec Can Help £
Avert This_Lhrough
Slmple Test 4 J

Just answer the questions, please.




Rules, Rules & Rules...Bicycles and Roundabouts




Driverless Vision Classification Confidence Test




Driverless Vision Classification Confidence Failure

Get Random Image

‘labels more than 90%

I _ of pixels correctly’
Y : : : i S




But Wait,
It Gets Worse



Driverless Vision Classification

No Parking

 f———————
Coach Stop W Y : R Coach Stop
EEESSRLASA S A8 4 S ——

\’ mongo
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“Intelligent Machines” Repeatedly Fail...Fatally

“According to a preliminary report from the National Transportation and Safety
Board, at the time of the March 23rd, 2018 crash that claimed the life of Walter
Huang, the 2017 [driverless car] was speeding”

EXPECTED: ALTERED:

http://sanfrancisco.cbslocal.com/2018/06/07/ntsb-driver-fatal-JJili-crash/amp/
) mongo
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(1) Eye Chart (2) Sign Shape (3) Max Speed

Venkat Viswanathan
Q @venkvis N
I - topilot camera

misreads 101 sign as 105 speed limit at
87/101 junction San Jose. Reproduced every
day this week.

SPEED
| IMIT

105

8:40 PM - 14 Jul 2017

. mongo
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And What About Attacking Something Like a

“God View...For Viewing Pleasure™?
'.uu god view

5 3 7:m~ N )
D,

Corre
’
B P e
— -
[[Ear—
) - & ’ Arus Ve
ro— <
I Stee & F  Etchmons -
(|> 8 Sy
Webmn = g
P i 2 M Fown
B e
o

I 'God View" |
Of San Francisco = - ;
5 Bl e $E £

= " i«
e ¢ t
wle 2 ; ;, o
il i B == ;
b e L S—
- £ NoNae 4 . -
g ~
-‘ .

P T ". v <:- » S
= =2 . — Lo oy " -
= .". '-' - TT = - .

<}
€= Pane N — ur

https://www.forbes.com/sites/kashmirhill/2014/10/03/god-view-llll-allegedly-stalked-users-for-party-goers-viewing-pleasure/
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Also Easily Broken Using Simple Tests

Fun Example
G,b Af den, Moio
I

J 1,77[’7
'!p.
| ‘)‘OUM "(O. .
! —‘A"-,'.‘;_’
Uto
Q~,
p 3 < KM
<N 20
—= NN
.m g

ad 29 i
\ 7 g ‘M
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What Do Such Machine
Classification Failures
Really Mean?

ooooo



“Al is the Civil Rights Battle-of Our Time”

Artificial
Intelligence

(machine-selected
means to achieve
ends)

https://twitter.com/TheRundownBET/sta

$/f954352757661581313

Machine Learning
(machine-developed means)

“Deep”
(consecutive
layers of
algorithms that
process outputs
from previous
layer)

-- @yeshican

‘imongo
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Google
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Go gle professional hair A vy Q

I h ree All Images Shopping Videos News More Settings Tools

Years Kl '

-~

https://www.iafrikan.com/2016/06/25/why-does-a-google-search-for-unprofessional-hair-show-images-of-black-women-including-michelle-obama-2/
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False ‘Criminal’ Labeling

‘compared predicted to actual
recidivism: scores wrong 40% of
the time and

W4 https://www.propublica.org/article/machine-bias-risk-assessments-in-criminal-sentencing




“Safe Machine Learning’
Requires Technical Rules

Founded on Moral Principles

ooooo



SSLv2 Privacy Faill,
Thus Unsafe to Use

ooooo



Moral Principles of
Machine Intelligence

(This Isn’t Your Grandfather’s Firewall Anymore)



1600s: Foundations of Machine Intelligence

1637 Descartes: “Cogito, ergo sum’

1651 Hobbes: mental operations are a
mechanical calculator: “REASON... is
nothing but reckoning”

Leibnitz: “Let us calculate [calculemus],
without further ado, to see who is right”

1685

1693 Locke: Reflective Process, Articulated
Steps...




Hobbes: mental operations
are a mechanical calculator:
“‘REASON... is nothing but
reckoning”




Then in the 1700s

“The most important
part of learning is
forgetting [noise
unnecessary to
remember]”

https://www.quantamagazine.org/new

-theory-cracks-open-the-black-box-of-

deep-learning-20170921/ David Hume
(1711-1776)

Learning From Experience

Deep neural networks learn by adjusting the strengths of their
connections to better convey input signals through multiple
layers to neurons associated with the right general concepts.

info pixels  Layer 1 L2 L3 L4

Pixel Edges Combinations Features
values identified  of edges identified
detected identified

When data is fed into a network, each artificial neuron that fires
(labeled “1") transmits signals to certain neurons in the next layer,
which are likely to fire if multiple signals are received. The process

filters out noise and retains only the most relevant features.

. mongo

— OUTPUT:
"Dog”
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Learning systems’ mathematic consequentialism

— Intensity

— Duration

— Propinquity (how direct)
— Fecundity (how lasting)
— Purity (side-effects)

~ Extent (number affected)

-

- -
| ’ mongo




= ‘
PENGUIN(@CLASSICS

MARY
Instead, Read More Wollstonecraft NS T e C AT
e A Vindication of the Rights of Man (1790) Vﬁ%‘i’,%g?%gmﬁf

o Unequal society founded on passivity of women
o Rationality, unlike ancestral traditions, abolishes slavery

e A Vindication of the Rights of Woman (1792)

o Human limitations are a result of deficient education
o Middle-class “most natural state”
o Equality of sexes

“Sufficient”
learning systems
reduce bias

® ongoDn 66



100 Years of Locke’s “Reflective Process, Articulated Steps”:

Right General Concepts (Edward Jenner in 1796)

SIS The Eradication of Smallpox — Year in which Smallpox Ceased to be Endemic in each country - Max Roser

|dentify

Store
1970-1977
1960 - 1969
1950 - 1959
Evaluate
1830 - 1939
1920 - 1929
1910-1919

Adapt

Only the Most Relevant Features

_—

Easy
Routine

Minimal Judgment

~——

‘ mongo
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Another 150 Years Later...
Machina Speculatrix 1953
If light moderate
Then move toward
If light bright
Then move away

If battery low

Then return for charage Electro-mechanical robot, Light-sensitive with
9 Internal and External stability (ELSIE)

® ongoDn 68



Wollstonian Test for
“Sufficiency” in
Intelligent Machines



Machine “Intelligence” Depends on Moral Authority

Disciplines Calculating the Assignment of Authority:

History
Economics
Politics

—_

— Ethics

_

ol

N

f?
D \O

\act®

Inherent Authority:
follows right/wrong rules
and can be good

sets right/wrong rules and
can be neither good nor bad

Controlled Authority:

‘ mongo
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Inherent Authority Tests Iin
Three Safety Control Areas

Auth Encryption

(Authentication
Authorization)

o-=

Audit

°mon (o]
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Governance, Risk, Compliance

(standards & transparency, including vulnerability management)

Auth Encryption Audit

(Authentication
Authorization)

. ®-=

Ingest > Store > Analyze > Surface

Saturate >> Incubate >> llluminate




SOC2 FedRamp FIPS

Governance, Risk, Compliance

(standards & transparency, including vulnerability management)

Auth

(Authentication
Authorization)

LDAP X.509

SASL . [ kerberos

Encryption

[ KMIP ] [ TLS ]

SHA

o-=

Audi

SCAP

=

CVE

CIS
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