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whoami (i.e. ISACA since 1997) 
2005 Campaigned PKI/Token architecture to reduce PCI breaches

2006 Patented One-time IoT PIN/secret (“Connected Life” Paranoid)

2009 Wrote EKMI → KMIP open standards for key management services

2012 Published Securing Virtual Environment (Cloud) Book

2013 Started Realities of Securing Big Data (Field-Level Crypto) Book...

2017 Started NoSQL Field-Level Crypto DB Product Feature...

2018 Created RSAC Humanitarian Service Award (1980s crypto system)

2019 Released NoSQL Field-Level Encryption Client-Side (FLECS) 
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whowasi… “Mission 101” 

 https://www.flyingpenguin.com/?p=22521

(Small Fuse to Ignite 
Liberation from Fascism)
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https://www.flyingpenguin.com/?p=17923
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https://twitter.com/daviottenheimer/status/817027735469989888
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The Great Promises of AI
Drive Cars

Translate Language

Pilot Aircraft

Detect Fraud

Detect Malware

Solve Healthcare

And So Much More…!
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Rampant racism in 
decision-making software 

used by US hospitals
“Hospitals and insurers use the algorithm and others like it to help 

manage care for about 200 million people in the United States each year...”

https://www.nature.com/articles/d41586-019-03228-6
https://thecorrespondent.com/16/what-happens-when-pain-is-a-womens-issue/1242952480-95827476
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Pedestrian deaths 
increasing year-over-year 

as cars get smarter

https://www.bloomberg.com/news/articles/2019-10-22/u-s-traffic-deaths-drop-as-agency-points-to-crash-avoiding-tech
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Trusted (security) software 
using AI is easily bypassed 

by trivial input changes

https://arxiv.org/abs/1904.08653
https://hub.packtpub.com/a-universal-bypass-tricks-cylance-ai-antivirus-into-accepting-all-top-10-malware-revealing-a-new-attack-surface-for-machine-learning-based-security/
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Some 
people very 
intentionally 

want the 
“Fog of War”

Lesson #1: Empathize with your enemy

Lesson #2: Rationality alone will not save us

Lesson #3: There’s something beyond one’s self

Lesson #4: Maximize efficiency

Lesson #5: Proportionality should be a guideline in war

Lesson #6: Get the data

Lesson #7: Belief and seeing are both often wrong

Lesson #8: Be prepared to reexamine your reasoning

Lesson #9: In order to do good, you may have to engage in evil

Lesson #10: Never say never

Lesson #11: You can’t change human nature

https://archive.org/details/TheFogOfWarElevenLessonsFromTheLifeOfRobertS.Mcnamara
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HOW
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SUPPOSED 
TO AUDIT?
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Like Asking Can I Audit Your 
Baby’s Intelligence?
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Like Asking Can I Audit Your 
Baby’s Likelihood of Being Racist?
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Uncomfortable Truth About Learning...All Around Us

Sessions the Third. Born 1946
Father born 1916? 
(America First = Rise of KKK)

“I thought the KKK was ok 
until I learned they smoked pot”

... ...
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Uncomfortable Truth About Learning...All Around Us
1740 South Carolina Ban on Teaching Slaves to Write

1758 Georgia Ban on Teaching Slaves to Write

1833 Alabama Set Fines for Educating Slaves

1836 North Carolina Ban on Education of Blacks

1841 Mississippi Required Educated Black Freemen to Leave State

[...]

1959 Virginia Shuts Public Schools and Gives Vouchers for Whites Only
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Uncomfortable Truth About Learning...All Around Us

https://www.huffpost.com/entry/school-voucher-evangelical-education-betsy-devos_n_5a021962e4b04e96f0c6093c
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2018 Microsoft 10-Q: Learning Systems May Harm

https://www.sec.gov/Archives/edgar/data/789019/000156459019001392/msft-10q_20181231.htm
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Could We Audit for a “Criminal Brain” in Machines? 

Stop the Obvious Monster

A SEC Compliance Examiner breached a US government investigations database  
to “dangle” stolen intelligence in front of an investigation target as their incentive to 
hire him as their corporate compliance officer. 

https://www.flyingpenguin.com/?p=26505
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Mary Shelley’s 1816 “Frankenstein” Warned Us

HENRY:  It’s a perfectly 
good brain, doctor. Well, 
you ought to know. It 
came from your own 
laboratory.

WALDMAN: The brain 
that was stolen from my 
laboratory was a 

criminal brain.
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Mary Wollstonecraft (Mary Shelley’s Mother) Too
● A Vindication of the Rights of Man (1790)

○ Unequal society founded on passivity of women
○ Rationality, unlike ancestral traditions or dogma, abolishes slavery

● A Vindication of the Rights of Woman (1792)
○ Human limitations are a result of deficient education
○ Middle-class “most natural state”
○ Equality of sexes

https://www.bl.uk/collection-items/mary-wollstonecraft-a-vindication-of-the-rights-of-woman

‘I attribute [these problems] to a false system of education, gathered 
from the books written on this subject by men, who, considering females 
rather as women than human creatures, have been more anxious 
to make them alluring mistresses than affectionate wives and rational mothers...”



Copyright 2019 inrupt

Machines Accelerate False Systems of Education
● Pancake Robot learns to 

throw as high as possible 
to “avoid” ground

● Driving Robot goes in 
reverse and impacts body 
to avoid touching bumpers 

● Tic-tac-toe Robot makes 
distant moves to cause 
opponent memory 
exhaustion and forfeit

https://vkrakovna.wordpress.com/2018/04/02/specification-gaming-examples-in-ai/ 
https://www.nydailynews.com/new-york/trump-university-students-school-scam-article-1.2350129

6,000 Victims of 101 Scam

Lawsuits charge students were told 
to lie about their income to persuade 
credit card companies to increase 
credit limits for payment to Trump U.

Internal Trump U. document titled 
“surefire script to more 
purchasing power” told students to 
deliberately lie about actual income 
on credit applications, use “projected 
income” from imaginary future 
business ideas.
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“If you don’t cheat, you 
look like an idiot; if you 
cheat and don’t get caught, 
you look like a hero; if you 
cheat and get caught, you 
look like a dope. Put me 
where I belong.”

-- Darrell Waltrip
Three-Time NASCAR Cup Series Champion

https://www.flyingpenguin.com/?p=17622

Cars get all 
the breaks

Copyright 2019 inrupt
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Who Believed Armstrong 
Was Really That Good?
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What if Intelligence Reveals What We Can’t Believe?

Class-based (Racist) Healthcare System

“...because the algorithm assigned people to high-risk categories on the basis of 
costs, those biases were passed on in its results: black people had to be sicker 
than white people before being referred for additional help. Only 17.7% of 
patients that the algorithm assigned to receive extra care were black. The 
researchers calculate that the proportion would be 46.5% if the algorithm were 
unbiased.”

https://www.nature.com/articles/d41586-019-03228-6
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What if Intelligence Reveals What We Can’t Believe?

Class-based (Racist) Traffic Management

“Auto campaigners lobbied police to publicly shame transgressors by whistling or 
shouting at them — and even carrying women back to the sidewalk — instead of 
quietly reprimanding or fining them. They staged safety campaigns in which actors 
dressed in 19th-century garb, or as clowns, were hired to cross the street illegally, 
signifying that the practice was outdated and foolish. In a 1924 New York safety 
campaign, a clown was marched in front of a slow-moving Model T and 
rammed repeatedly.”

https://www.flyingpenguin.com/?p=23690
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What if Intelligence Reveals What We Can’t Believe?

How would you audit 
for driverless cars 
ACCELERATING a 
history of violence 
against pedestrians 
(non-whites)?

https://www.flyingpenguin.com/?p=23690
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“Crash-Avoiding Tech”
= 

Higher Levels of Death?
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Traffic Deaths Last Year Reached 28 Year Highs 

2019 News Headline: 

U.S. Traffic Deaths Drop as 
Agency Points to 
Crash-Avoiding Tech

https://www.bloomberg.com/news/articles/2019-10-22/u-s-traffic-deaths-drop-as-agency-points-to-crash-avoiding-tech

Article Text: 

“...deaths of pedestrians and 
bicyclists each rose to 
28-year highs last year. The 
number of people killed in 
large trucks also rose 0.8% to 
885, the most since 1988”
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A Predictable Result of Crash-Avoiding Tech ?
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Is There a 
“Crash-Avoiding Tech”

Engineer Code of Ethics?
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SF Day-Time: 
Uber Driverless 
Car Trials Caught 
Running 
Red-Lights and 
Cross-Walks

Remember: “...marched in front 
of a slow-moving Model T and 
rammed repeatedly”?
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SF Night-Time: Uber Kills Pedestrians 
Commercial “Reasoning” of 
Driverless Cars Could Diminish 
Likelihood of Humanity:

● Maximize Rides/Hour
● Maintain Availability
● Avoid Dwell Time
● Cost of Business if Caught

http://www.londonlive.co.uk/news/2016-12-20/41-increase-in-hit-and-runs-in-the-capital-say-city-hall
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Arizona in the Dark: Driverless Uber Kills Pedestrian 

https://www.washingtonpost.com/news/dr-gridlock/wp/2018/03/19/uber-halts-autonomous-vehicle-testing-after-a-pedestrian-is-struck/
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Is There a 
“Crash-Avoiding Tech”

Engineer Code of Ethics?
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Tesla 2016 “Autopilot”

https://www.flyingpenguin.com/?p=22441
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NTSB Report: 
Manufacturers Responsible
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Tesla 2017 “Autopilot” 
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Tesla 2018 “Autopilot”
“Autopilot function was engaged for the last 18 
minutes and 55 seconds of Huang’s drive that Friday 

morning...following a car until seconds before the 
crash. But the car either changed lanes or exited 
and once there were no vehicles in front of the Tesla, it began to 
accelerate. ‘At 3 seconds prior to the crash and up to the time of 
impact with the crash attenuator, the Tesla’s speed increased from 

62 to 70.8 mph, with no pre-crash braking or evasive 
steering movement detected,’ the report stated.”

https://sanfrancisco.cbslocal.com/2018/06/07/ntsb-driver-fatal-tesla-crash/amp/



Copyright 2019 inrupt

Accelerating Deaths from Robots

2007

South African Army: Nine Soldiers

Killed by Anti-Aircraft Robot

2009

Golden State Foods: Ana Maria Vital

Killed by Warehouse Robot

1979

Ford: Robert Williams

Killed by Car Manufacturing Robot

1981

Kawasaki: Kenji Urada

Killed by Car Manufacturing Robot

● 2015 VW: Anonymous
Killed by Car Manufacturing Robot

● 2015 SKH Metals: Ramji Lal
Killed by Welding Robot

● 2016 Dallas: Micah Johnson
Killed by Bomb Defuser Robot

● 2016 Ajin USA: Regina Elsea
Killed by Car Manufacturing Robot

● 2016 Tesla: Joshua Brown
Killed by Driverless Car

● 2017 VIM: Wanda Holbrook
Killed by Car Manufacturing Robot

● 2018 Uber: Elaine Herzberg
Killed by Driverless Car

● 2019 Boeing: 346 Passengers
Killed by Pilotless Planes

2015-2019
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Factors of Auditability (Machine Education Quality)
Auditors

● Independence
● Value Systems
● Actionable Results

Learning Systems

● Lack of Transparency
● Lack of Standards 
● Overconfidence
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Lack of Transparency (Consent)
Bias During Design

https://twitter.com/daviottenheimer/status/925550016378343424



Copyright 2019 inrupt

Lack of Transparency (Consent)
Bias During Design

“...intruders can sneak around 
undetected by holding a small 
cardboard plate in front of their 
body aimed towards the 
surveillance camera.”

https://arxiv.org/abs/1904.08653
https://github.com/pjreddie/darknet/wiki/YOLO:-Real-Time-Object-Detection
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Lack of Transparency (Consent)
Model Training With Biased Data: Recidivism

https://www.scientificamerican.com/article/the-science-behind-the-dea-s-long-war-on-marijuana/
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Lack of Transparency (Consent)
Model Training With Biased Data: Recidivism

Reagan’s 1982 
enactment of Nixon’s 
"War" on Drugs (targeting 
blacks) ran far higher 
incarceration rates than 
even Roosevelt's 
internment camps 
during WWII

Does AI make it worse?

https://www.pewresearch.org/fact-tank/2017/01/05/federal-prison-population-fell-during-obamas-term-reversing-recent-trend/
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Lack of Transparency (Consent)
Model Training With Biased Data: Recidivism
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Lack of Transparency (Consent)
Model Training With Biased Data: Deliveries

https://www.citylab.com/equity/2017/02/urban-renewal-wastelands/516378/
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Lack of Transparency (Consent)
Model Training With Biased Data: Deliveries
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Lack of Standards (Duty of Care)
Industry-specific

"Any system or network 
that has been optimized 
for advertisements has 
been implicitly 
optimized for spreading 
misinformation."

https://smerity.com/articles/2018/turing_test_isnt_won_its_lost.html
https://www.wvgazettemail.com/news/health/drug-firms-shipped-m-pain-pills-to-wv-town-with/article_ef04190c-1763-5a0c-a77a-7da0ff06455b.html
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Lack of Standards (Duty of Care)
Local and Regional

http://www.nytimes.com/1988/11/07/us/reagan-vetoes-bill-putting-limits-on-tv-programming-for-children.html
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Overconfidence (Taybot Had a Backdoor) 

https://www.flyingpenguin.com/?p=25186
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Overconfidence 
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Overconfidence 
Cars as Ants

“...flow control will be possible 
via a few mobile actuators (less 
than 5%) long before a majority 
of vehicles have autonomous 
capabilities…”

https://arxiv.org/abs/1705.01693
http://newyork.cbslocal.com/2018/01/22/leonia-gwb-traffic-ban/
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Overconfidence

https://twitter.com/daviottenheimer/status/721875721946202112
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Overconfidence (Repeatedly Lying to Congress)

https://www.reuters.com/investigates/special-report/myanmar-facebook-hate/
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Conclusion: Here’s Where to Hold the Audit Line

Automation Systems (AI and/or ML)
1. Must have transparency to preserve human freedom and rights 
2. Must come with human training for emergency response procedures 

including all failure modes, alarms and controls
3. Must be assessed for behavior risks, beyond transactional/functional 

security, for humans to assess “entirety” of complex likelihood/severity
4. Must respect boundaries, never be single points of failure (must not hide 

cascading unknown functions that cause escalating harms)
5. Given 1-4, safety is cultural and must always override economy
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Conclusion: Here’s Why to Hold the Audit Line
1816: “humans might not use incredible 
technological advances responsibly”

2007: “...the brave, as yet unnamed 
officer was unable to stop the wildly 
swinging computerised Swiss/German 
Oerlikon 35mm MK5 anti-aircraft 
twin-barrelled gun. 

By the time the gun had emptied its 
twin 250-round auto-loader 
magazines, nine soldiers were dead 
and 11 injured.

The unknown officer tried to shut the 
gun down but she couldn't because 
the computer gremlin had taken over.”

https://physicstoday.scitation.org/do/10.1063/PT.6.3.20180302a/full/
https://www.iol.co.za/news/south-africa/9-killed-in-army-horror-374838
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A Few Tools for Tests 
Organization-based

● IBM: https://developer.ibm.com/open/projects/ai-explainability/
● Google: https://pair-code.github.io/what-if-tool/
● DotEveryone: https://doteveryone.org.uk/project/consequence-scanning/
● U Chicago: https://dsapp.uchicago.edu/projects/aequitas/

Github

● https://github.com/marcotcr/lime
● https://github.com/adebayoj/fairml
● https://github.com/slundberg/shap
● https://github.com/LASER-UMASS/Themis
● https://github.com/Thenerdstation/mltest
● https://github.com/suriyadeepan/torchtest
● https://github.com/tensorflow/cleverhans
● https://github.com/shromonag/FalsifyNN



Copyright 2019 inrupt

Auditing AI: 
The Civil Rights Battle of Our Time

Davi Ottenheimer


