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TECHNIQUES FOR SECURING VIRTUAL 
CLOUD ASSETS AT REST AGAINST CYBER 

THREATS 

2 
e.g., based on the volume of traffic. However, the monitor 
can detect threats only based on the monitored traffic. For 
example, misconfiguration of the server may not be detected 
by the traffic monitor. As such, traffic monitoring would not 

This application is a continuation of U.S. application Ser. 
No. 16/750,556, filed Jan. 23, 2020, now pending, which 
claims the benefit of U.S. Provisional Application No. 
62/797,718 filed on Jan. 28, 2019. Each of the above 
referenced applications are incorporated herein by reference 
in its entirety. 

5 allow for detection of vulnerabilities in software executed by 
the server. 

To overcome the limitations of traffic inspection solutions, 
some cyber-security solutions, such as vulnerability man­
agement and security assessment solutions, are based on 

TECHNICAL FIELD 

10 agents installed in each server in a cloud computing platform 
or data center. Using agents is a cumbersome solution for a 
number of reasons, including IT resource management, 
governance, and performance. For example, installing 

This disclosure relates generally to cyber-security systems 
and, more specifically, to techniques for securing virtual 15 

machines. 

BACKGROUND 

Organizations have increasingly adapted their applica- 20 

tions to be run from multiple cloud computing platforms. 
Some leading public cloud service providers include Ama­
zon®, Microsoft®, Google®, and the like. 

Virtualization plays a key role in a cloud computing, 
allowing multiple applications and users to share the same 25 

cloud computing infrastructure. For example, a cloud stor­
age service can maintain data of multiple different users. 

In one instance, virtualization can be achieved by means 

agents in a large data center may take months. 
Further, traffic monitoring does not allow detection of 

vulnerabilities in data at rest. Data at rest, in information 
technology, means inactive data that is stored physically in 
any digital form. Data at rest may include data, services, 
and/or services that are inactive but can be accessed or 
executed as needed. Similarly, in cloud computing, some 
machines (e.g., virtual machines) may also be at rest. Some 
machines are configured with applications or services which 
are infrequently executed. For example, such a machine may 
be utilized during one month of the year and remain inactive 
for the rest in the year. While at rest, the machines are 
powered off, and are not inspected for vulnerabilities, simply 
because scanners and/or installed monitoring agents cannot 
operate on a powered-off machine. 

Another attempt would be to scan a machine at rest when of virtual machines. A virtual machine emulates a number of 
"computers" or instances, all within a single physical device. 
In more detail, virtual machines provide the ability to 
emulate a separate operating system (OS), also referred to as 
a guest OS, and, therefore, a separate computer, from an 
existing OS (the host). This independent instance is typically 
isolated as a completely standalone environment. 

30 the machine is powered on and preserving a log of its latest 
status. However, this would require keeping an updated log 
of the machine's configurations and all its applications. 
Further, as threats constantly evolve, scanning based on past 
information may not be relevant. As such, when data or a 

35 machine at rest becomes active, undetected vulnerabilities 
can pose cyber threats. Modem virtualization technologies are also adapted by 

cloud computing platforms. Examples for such technologies 
include virtual machines, software containers, and serverless 
functions. With their computing advantages, applications 
and virtual machines running on top of virtualization tech- 40 

nologies are also vulnerable to some cyber threats. For 
example, virtual machines can execute vulnerable software 
applications or infected operating systems. 

Protection of a cloud computing infrastructure, and, par­
ticularly, of virtual machines, can be achieved via inspection 45 

of traffic. Traditionally, traffic inspection is performed by a 
network device connected between a client and a server 
(deployed in a cloud computing platform or a data center) 
hosting virtual machines. Traffic inspection may not provide 
an accurate indication of the security status of the server due 50 

to inherent limitations, such as encryption and whether the 
necessary data is exposed in the communication. 

Furthermore, inspection of computing infrastructure may 
be performed by a network scanner deployed out of path. 
The scanner queries the server to determine if the server 55 

executes an application that possess a security threat, such as 
vulnerability in the application. The disadvantage of such a 
scanner is that the server may not respond to all queries by 
the scanner or that the server may not expose the necessary 
data in the response. Further, the network scanner usually 60 

communicates with the server, and the network configura­
tion may prevent such communication. In addition, some 
types of queries may require credentials to access the server. 
Such credentials may not be available to the scanner. 

Traffic inspection may also be performed by a traffic 65 

monitor that listens to traffic flows between clients and the 
server. The traffic monitor can detect some cyber threats, 

It would therefore be advantageous to provide a security 
solution that would overcome the deficiencies noted above. 

SUMMARY 

A summary of several example embodiments of the 
disclosure follows. This summary is provided for the con­
venience of the reader to provide a basic understanding of 
such embodiments and does not wholly define the breadth of 
the disclosure. This summary is not an extensive overview 
of all contemplated embodiments, and is intended to neither 
identify key or critical elements of all embodiments nor to 
delineate the scope of any or all aspects. Its sole purpose is 
to present some concepts of one or more embodiments in a 
simplified form as a prelude to the more detailed description 
that is presented later. For convenience, the term "some 
embodiments" or "certain embodiments" may be used 
herein to refer to a single embodiment or multiple embodi­
ments of the disclosure. 

Certain embodiments disclosed herein include a method 
for securing virtual cloud assets at rest against cyber threats. 
The method comprises determining a location of a view of 
at least one virtual disk of a protected virtual cloud asset, 
wherein the virtual cloud asset is at rest and, when activated, 
instantiated in the cloud computing environment; accessing 
the view of the virtual disk based on the determined location; 
analyzing the view of the protected virtual cloud asset to 
detect potential cyber threats risking the protected virtual 
cloud asset, wherein the virtual cloud asset is inactive during 
the analysis; and alerting detected potential cyber threats 
based on a determined priority. 
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embodiments may be operable in on-premises virtual 
machine environments. The network 120 may be the Inter­
net, the world-wide-web (WWW), a local area network 
(LAN), a wide area network (WAN), and other networks. 

The arrangement of the example cloud computing plat­
form 110 is shown in FIG. 1B. As illustrated, the platform 
110 includes a server 115 and a storage 117, serving as the 
storage space for the server 115. The server 115 is a physical 
device hosting one or more virtual machines (VMs). In the 
example FIG. 1B, two VMs 119-1 and 119-2 are shown, and 
both are protected entities. It should be noted that such a 
protected entity may be any virtual cloud asset including, but 
not limited to, a software container, a micro-service, a 
serverless function, and the like. For the sake of the discus-

Certain embodiments disclosed herein also include a 
system for securing virtual cloud assets at rest against cyber 
threats, comprising: a processing circuitry; and a memory, 
the memory containing instructions that, when executed by 
the processing circuitry, configure the system to: determine 5 

a location of a view of at least one virtual disk of a protected 
virtual cloud asset, wherein the virtual cloud asset is at rest 
and, when activated, instantiated in a cloud computing 
environment; access the view of the virtual disk based on the 
determined location; analyze the view of the protected 10 

virtual cloud asset to detect potential cyber threats risking 
the protected virtual cloud asset, wherein the virtual cloud 
asset is inactive during the analysis; and alert detected 
potential cyber threats based on a determined priority. 

15 sion and without limiting the scope of the disclosed embodi­
ments, VM-119-1 is an active machine and VM 119-2 is a 
machine at rest. That is, VM 119-2 is mostly in an inactive 
state ( e.g., being execute a day in a month, a month in a year, 
and remains inactive otherwise. 

BRIEF DESCRIPTION OF THE DRAWINGS 

The subject matter disclosed herein is particularly pointed 
out and distinctly claimed in the claims at the conclusion of 
the specification. The foregoing and other objects, features, 20 

and advantages of the disclosed embodiments will be appar­
ent from the following detailed description taken in con­
junction with the accompanying drawings. 

The storage 117 emulates virtual discs for the VMs 119-1 
and 119-2 executed in by the server 115. The storage 117 is 
typically connected to the server 115 through a high-speed 
connection, such as optical fiber, allowing fast retrieval of 
data. In other configurations, the storage 117 may be part of FIGS. lA and 1B are network diagrams utilized to 

describe the various embodiments. 
FIG. 2 is a flowchart illustrating a method detecting cyber 

threats, including potential vulnerabilities in virtual 
machines executed in a cloud computing platform according 

25 the server 115. In this example, illustrated in FIG. 1B, a 
virtual disk 118-1 is allocated for the VM 119-1 and the 

to some embodiments. 
FIG. 3 is an example block diagram of the security system 30 

according to an embodiment. 

DETAILED DESCRIPTION 

It is important to note that the embodiments disclosed 35 

herein are only examples of the many advantageous uses of 
the innovative teachings herein. In general, statements made 
in the specification of the present application do not neces­
sarily limit any of the various claimed embodiments. More­
over, some statements may apply to some inventive features 40 

but not to others. In general, unless otherwise indicated, 
singular elements may be in plural and vice versa with no 
loss of generality. In the drawings, like numerals refer to like 
parts through several views. 

Various techniques disclosed herein include techniques 45 

for securing data at rest or machines at rest ( collectively 
referred to as "machines at rest"). Data at rest may include 
inactive data that is stored physically in any digital form. 
Machines at rest may include a virtual machine configured 
service(s) and/or application(s) that are inactive but can be 50 

accessed or executed as needed. The applications and/or 
services in such machines at rest are infrequently executed. 
The disclosed techniques are utilized to scan for embedded 
vulnerabilities in machines at rest, when the machine is 
powered off. For example, a machine at rest may be utilized 55 

during one month of the year and remain inactive for the rest 
in the year. According to the disclosed embodiments, the 
machine is scanned for vulnerabilities when it is in its 
inactive step. 

virtual disk 118-2 is allocated for the VM 119-2. The server 
115, and, hence, the VMs 119-1 and 119-2, may be executed 
in a client environment 130 within the platform 110. 

The client environment 130 is an environment within the 
cloud computing platform 110 utilized to execute cloud­
hosted applications of the client. A client may belong to a 
specific tenant. In some example embodiments, the client 
environment 130 may be part of a virtualized environment 
or on-premises virtualization environment, such as a 
VMware® based solution. 

Also deployed in the cloud computing platform 110 is a 
security system 140 configured to perform the various 
disclosed embodiments. In some embodiments, the system 
140 may be part of the client environment 130. In an 
embodiment, the security system 140 may be realized as a 
physical machine configured to execute a plurality of virtual 
instances, such as, but not limited to virtual machines 
executed by a host server. In yet another embodiment, the 
security system 140 may be realized as a virtual machine 
executed by a host server. Such a host server is a physical 
machine (device) and may be either the server 115, a 
dedicated server, a different shared server, or another virtu­
alization-based computing entity, such as a serverless func­
tion. 

In an embodiment, the interface between the client envi­
ronment 130 and the security system 140 can be realized 
using APis or services provided by the cloud computing 
platform 110. For example, in AWS, a cross account policy 
service can be utilized to allow interfacing the client envi­
ronment 130 with the security system 140. 

In the deployment, illustrated in FIGS. lA and 1B, the 
configuration of resources of the cloud computing platform 
110 is performed by means of the management console 150. 

FIGS. lA and 1B show an example network diagram 100 
utilized to describe the various embodiments. A cloud com­
puting platform 110 is communicably connected to a net­
work 120. Examples of the cloud computing platform 110 
may include a public cloud, a private cloud, a hybrid cloud, 
and the like. Examples of a public cloud include, but are not 
limited to, AWS® by Amazon®, Microsoft Azure®, Google 
Cloud®, and the like. In some configurations, the disclosed 

60 As such, the management console 150 may be queried on the 
current deployment and settings of resources in the cloud 
computing platform 110. Specifically, the management con­
sole 150 may be queried, by the security system 140, about 
the location ( e.g., virtual address) of the virtual disk 118-1 

65 in the storage 117. The system 140 is configured to interface 
with the management console 150 through, for example, an 
APL 
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The view of the VM 119-2 is located and may be saved 
from the virtual disk 118-2 for access by the system 140. In 
an embodiment, the VM's 119-2 view may be copied to the 
system 140. If such a view does not exist, the system 140 

In some example embodiments, the security system 140 
may further interface with the cloud computing platform 110 
and external systems 170. The external systems may include 
intelligence systems, security information and event man­
agement (STEM) systems, and mitigation tools. The exter­
nal intelligence systems may include common vulnerabili­
ties and exposures (CVE®) databases, reputation services, 
security systems (providing feeds on discovered threats), 
and so on. The information provided by the intelligence 
systems may detect certain known vulnerabilities identified 10 

in, for example, a CVE database. 

5 may generate a query to create a new VM 119-2. The view 
may be taken when the VM 119-2 is about to transition into 
an inactive state or when the same VM 119-2 is at rest. It 
should be noted that when the view is taken or copied, the 

In an embodiment, the security system 140 is configured 
to detect vulnerabilities and other cyber threats related to the 
execution VM 119-1. The detection is performed while the 

15 
VM 119-1 is live, without using any agent installed in the 
server 115 or the VM 119-1, and without relying on coop­
eration from the guest OS of the VM 119-1. 

According to another embodiment, the security system 
140 is configured to detect vulnerabilities and other cyber 20 

threats related to the execution VM 119-2. i.e., the machine 
at rest. The detection is performed while the VM 119-2 is 
powered off. 

In both embodiments, the security system 140 can scan 
and detect vulnerable software, non-secure configurations, 25 

exploitation attempts, compromised assets, data leaks, data 
mining, and so on. The security system 140 may be further 
utilized to provide security services, such as incident 
response, anti-ransomware, and cyber-insurance, by access­
ing the security posture. 30 

In some embodiments, the security system 140 is config­
ured to query the cloud management console 150 for the 
address of the virtual disks 118-1 and 118-2, respectively 
serving the VM 119-1, VM 119-2, and a location of the 
snapshot. A VM's snapshot is a copy of the machine's virtual 35 

disk ( or disk file) at a given point in time. Snapshots provide 
a change log for the virtual disk and are used to restore a VM 
to a particular point in time when a failure error occurs. 
Typically, any data that was writable on a VM becomes 
read-only when the snapshot is taken. Multiple snapshots of 40 

a VM can be created at multiple possible point-in-time 
restore points. When a VM reverts to a snapshot, current 
disk and memory states are deleted and the snapshot 
becomes the new parent snapshot for that VM. 

In an embodiment, a view, or a materialized view, of the 45 

virtual disk 118-2 associated with the VM 119-2 is accessed. 

VM 119-2 may be at rest (i.e., inactive and powered off). 
It should be noted that the snapshots and/or views of the 

virtual disk 118-1 and/or 118-2 may not necessarily be 
stored in the storage 117, but, for ease of discussion, it is 
assumed that the snapshot is saved in the storage 117. It 
should be further noted that the snapshots and/or views are 
accessed without cooperation of the guest, virtual OS of the 
virtual machine. 

The snapshot is parsed and analyzed by the security 
system 140 to detect vulnerabilities. This analysis of the 
snapshot does not require any interaction and/or information 
from the VM 119-1. As further demonstrated herein, the 
analysis of the snapshot by the system 140 does not require 
any agent installed on the server 115 or VM 119-1. 

Further, the view is parsed and analyzed by the security 
system 140 to detect vulnerabilities. This analysis of the 
views does not require any interaction and/or information 
from the VM 119-2. In fact, the VM 119-2 is in its inactive 
state (at rest) during the analysis. As further demonstrated 
herein, the analysis of the view by the system 140 does not 
require any agent installed on the server 115 or VM 119-2. 

Various techniques can be utilized to analyze the views 
and snapshots, depending on the type of vulnerability and 
cyber threats to be detected. Following are some example 
embodiments for techniques that may be implemented by 
the security system 140. 

In an embodiment, the security system 140 is configured 
to detect whether there is vulnerable code executed by the 
VMs 119-1 and 119-2. In an embodiment, the VM 119-2 
being analyzed is shut down, being, therefore, at rest. The 
VM 119-1 may be rumiing or paused. In an embodiment, to 
detect vulnerabilities existing in the VM 119-2, the security 
system 140 is configured to match installed application lists, 
with their respective versions, to a known list of vulnerable 
applications. Further, the security system 140 may be con­
figured to match the application files, either directly, using 
binary comparison, or by computing a cryptographic hash 
against database of files in vulnerable applications. The 
matching may be also on sub-modules of an application. 
Alternatively, the security system 140 may read installation 
logs of package managers used to install the packages of the 

A view is a stored query that consumes limited-to-no space, 
consuming only the space required to store the text of the 
query in the data dictionary. A materialized view is a both a 
stored query and a segment. That is, a stored query is 
executed, and the results are materialized into the segment. 
For the sake of simplicity, but without limiting the scope of 
the disclosed embodiments, the inspection of VM (VM 
119-2) is based on a view stored in the virtual disk 118-2, 
while the inspection of the active (VM 119-1) is based on a 
snapshot stored in the virtual disk 118-1. 

50 application. 

The snapshot of the VM 119-1 is located and may be 
saved from the virtual disk 118-1 for access by the security 
system 140. In an embodiment, the VM's 119-1 snapshot 
may be copied to the system 140. If such a snapshot does not 
exist, the system 140 may take a new snapshot or request 
such an action. The snapshots may be taken on a predefined 
schedule or upon predefined events ( e.g., a network event or 
abnormal event). Further, the snapshots may be accessed or 
copied on a predefined schedule or upon predefined events. 
It should be noted that when the snapshot is taken or copied, 
the VM 119 still runs. 

In yet another embodiment, the security system 140 is 
configured to verify whether the vulnerability is relevant to 
the VM 119-2. For example, if there is a vulnerable version 
or module not in use, the priority of that issue is reduced 

55 dramatically. 
To this end, the security system 140 may be configured to 

check the configuration files of the applications and oper­
ating system of the VM 119-2 to verify access times to files 
by the operating system and/or to analyze the application 

60 and/or system logs in order to deduce what applications and 
modules are running. 

In yet another embodiment, the security system 140 may 
instantiate a copy of the VM 119-2 and/or a subset of 
applications of the VM 119-2 on the server 115 or a separate 

65 server and monitor all activity performed by the instance of 
the VM. The execution of the instance of the VM is an 
isolated sandbox, which can be a full VM or subset of it, 
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such as a software container (e.g., Docker® container) or 
another virtualized instance. The monitored activity may be 
further analyzed to determine abnormality. Such analysis 
may include monitoring of API activity, process creation, 
file activity, network communication, registry changes, and 5 

active probing of said subset in order to assess its security 
posture. This may include, but is not limited to, actively 
communicating with the VM 119-2 and using either legiti­
mate communication and/or attack attempts to assess pos­
ture and, by that, deriving the security posture of the entire 10 

VM 119-2. 

8 
the VM 119-1 will be started later on. For the active VM 
119-1 the mitigation actions may include blocking traffic 
from untrusted networks, halting the operation of the VM, 
quarantining an infected VM, and the like. The mitigation 
actions may be performed by a mitigation tool and not the 
system 140. 

It should be noted that the example implementation 
shown in FIG. 1 is described with respect to a single cloud 
computing platform 110 hosting two VMs 119-1 and 119-2 
in a single server 115, merely for simplicity purposes and 
without limitation on the disclosed embodiments. Typically, 
virtual machines are deployed and executed in a single cloud 
computing platform, a virtualized environment, or data 
center and can be protected without departing from the 

In order to determine if the vulnerability is relevant to the 
VM 119-2, the security system 140 is configured to analyze 
the machine memory, as reflected in the page file. The page 
file is saved in the snapshot and extends how much system­
committed memory ( also known as "virtual memory") a 
system can back. In an embodiment, analyzing the page file 
allows deduction of running applications and modules by the 
VM 119-2. It should be noted that analyzing pages would be 
available only when VM 119-2 hibernates. 

15 scope of the disclosure. It should be further noted that the 
disclosed embodiments can operate using multiple security 
systems 140, each of which may operate in a different client 
environment. 

FIG. 2 shows an example flowchart 200 illustrating a 
20 method for detecting cyber threats including potential vul­

nerabilities in virtual machines at rest, according to some 
embodiments. The method may be performed by the security 
system 140. 

In yet another embodiment, the security system 140 is 
configured to detect cyber threats that do not represent 
vulnerabilities. For example, the security system 140 may 
detect and alert on sensitive data not being encrypted on the 
logical disk, private keys found on the disks, system ere- 25 

dentials stored clearly on the disk, risky application features 
(e.g., support of weak cipher suites or authentication meth­
ods), weak passwords, weak encryption schemes, a disabled 
address space layout randomization (ASLR) feature, suspi­
cious manipulation to a boot record, suspicious PATH, 30 

LD_LIBRARY_PATH, or LD_PRELOAD definitions, ser­
vices running on startup, and the like. 

At S210, a request, for example, to scan a VM, at rest, for 
vulnerabilities, is received. A VM at rest is a machine that is 
currently powered off, i.e., not in an operational state. A VM 
at rest is executed at predefined time period but remains 
inactive (powered off) when not executed. The request, 
received at S210, may be received, or otherwise triggered, at 
every predefined time interval or upon detection of an 
external event. An external event may be a preconfigured 

In an embodiment, the security system 140 may further 
monitor changes in sensitive machine areas, and alert on 
unexpected changes, such as added or changed application 35 

files without installation. In an example embodiment, this 
can be achieved by computing a cryptographic hash of the 
sensitive areas in the virtual disk and checking for differ­
ences over time. 

event, such as a network event or abnormal event including, 
without limitation, requests to run the VM 119-2 not accord­
ing to a schedule, access by an authorized user, and the like. 
The request may at least designate an identifier of the VM 
to be scanned. 

At S220, a location of a view of the VM, at rest, to be 
scanned is determined. In an embodiment, S220 may include 
determining the virtual disk allocated for the VM, prior to 

In some embodiments, the detected cyber threats (includ­
ing vulnerabilities) are reported to a user console 180 and/or 

40 determining the location of the view. As noted above, this 
can be achieved by querying a cloud management console. 
In an embodiment, a snapshot of the VM, at rest, is accessed. 
At S230, a snapshot of the virtual disk is accessed, or 

a security information and event management (SEM) system 
(not shown). The reported cyber threats may be filtered or 
prioritized based, in part, on their determined risk. Further, 
the reported cyber threats may be filtered or prioritized 45 

based, in part, on the risk level of the machine. This also 
reduces the number of alerts reported to the user. 

otherwise copied. 
At S240, the view is analyzed to detect cyber threats and 

potential vulnerabilities. S240 may also include detecting 
cyber threats that do not represent vulnerabilities, Examples 
for cyber threats and vulnerabilities are provided above. In an embodiment, any detected cyber threats related to 

sensitive data, including personally identifiable information, 
or PII, is reported at a higher priority. In an embodiment, 
such data is determined by searching for the PII, analyzing 
the application logs to determine whether the machine 
accessed PH/PH-containing servers, or whether the logs 
themselves contain PII, and searching the machine memory, 
as reflected in the page file, for PII. 

In an embodiment, the security system 140 may deter­
mine the risk of the VM 119 based on communication with 
an untrusted network. This can be achieved by analyzing the 
VM's 119-2 logs as saved in the virtual disk, and can be 
derived from the view. 

In an example embodiment, the security system 140 may 
cause an execution of one or more mitigation actions. 
Examples for such actions may include disabling the VM 
119-2 from execution, updating the VM 119-2 with recent 
patches, and so on. 

The above examples for detecting vulnerabilities may be 
applicable also for a VM 119-1 and may be performed when 

In an embodiment, S240 may include comparing the view 
50 to some baseline, which may include, but is not limited to, 

a copy of the image used to create the VM, (e.g., lists of 
applications, previous snapshots), cryptographic hashes 
gathered in the previous scan, analyzing logs of the VMs, 
instantiating a copy of the VM and executing the instance or 

55 applications executed by the VM in a sandbox, analyzing the 
machine memory, as reflected in the page file, or any 
combination of these techniques. Some example embodi­
ments for analyzing the snapshots and the types of detected 

60 

vulnerabilities and threats are provided above. 
At S250, the detected cyber threats and/or vulnerabilities 

are reported, for example, as alerts. In an embodiment, S250 
may include filtering and prioritizing the reported alerts. In 
an embodiment, the prioritization is based, in part, on the 
risk level of a vulnerable machine. The filtering and priori-

65 tizing allow for reduction of the number of alerts reported to 
the user. The filtering can be performed on external intelli­
gence on the likelihood of this vulnerability being exploited, 
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analyzing the machine configuration in order to deduce the 
vulnerability relevancy, and correlating the vulnerability 
with the network location and by weighting the risk of this 
machine being taken over by the attacker by taking into 
consideration the criticality of the machine in the organiza­
tion based on the contents stored or on other assets acces­
sible from the VM. 

At optional S260, a mitigation action may be triggered to 
mitigate a detected threat or vulnerability. A mitigation 
action may be executed by a mitigation tool and triggered by 
the system 140. Such an action may include blocking traffic 
from untrusted networks, halting the operation of the VM, 
quarantining an infected VM, preventing its launch and the 
like. 

FIG. 3 is an example block diagram of the security system 
140 according to an embodiment. The security system 140 
includes a processing circuitry 310 coupled to a memory 
320, a storage 330, and a network interface 340. In an 
embodiment, the components of the security system 140 
may be communicatively connected via a bus 360. 

The processing circuitry 310 may be realized as one or 
more hardware logic components and circuits. For example, 
and without limitation, illustrative types of hardware logic 
components that can be used include field programmable 
gate arrays (FPGAs), application-specific integrated circuits 
(ASICs), application-specific standard products (ASSPs), 
system-on-a-chip systems (SOCs), general-purpose micro­
processors, microcontrollers, digital signal processors 
(DSPs ), and the like, or any other hardware logic compo­
nents that can perform calculations or other manipulations of 
information. 

The memory 320 may be volatile (e.g., RAM, etc.), 
non-volatile (e.g., ROM, flash memory, etc.), or a combi­
nation thereof. In one configuration, computer readable 
instructions to implement one or more embodiments dis­
closed herein may be stored in the storage 330. 

In another embodiment, the memory 320 is configured to 
store software. Software shall be construed broadly to mean 
any type of instructions, whether referred to as software, 
firmware, middleware, microcode, hardware description 
language, or otherwise. Instructions may include code ( e.g., 
in source code format, binary code format, executable code 
format, or any other suitable format of code). The instruc­
tions, when executed by the one or more processors, cause 
the processing circuitry 310 to perform the various processes 
described herein. Specifically, the instructions, when 
executed, cause the processing circuitry 310 to determine 
over-privileged role vulnerabilities in serverless functions. 

10 
thereof. Moreover, the software is preferably implemented 
as an application program tangibly embodied on a program 
storage unit or computer readable medium consisting of 
parts, or of certain devices and/or a combination of devices. 

5 The application program may be uploaded to, and executed 
by, a machine comprising any suitable architecture. Prefer­
ably, the machine is implemented on a computer platform 
having hardware such as one or more central processing 
units ("CPUs"), a memory, and input/output interfaces. The 

10 computer platform may also include an operating system 
and microinstruction code. The various processes and func­
tions described herein may be either part of the microin­
struction code or part of the application program, or any 
combination thereof, which may be executed by a CPU, 

15 whether or not such a computer or processor is explicitly 
shown. In addition, various other peripheral units may be 
connected to the computer platform such as an additional 
data storage unit and a printing unit. Furthermore, a non­
transitory computer readable medium is any computer read-

20 able medium except for a transitory propagating signal. 
As used herein, the phrase "at least one of' followed by 

a listing of items means that any of the listed items can be 
utilized individually, or any combination of two or more of 
the listed items can be utilized. For example, if a system is 

25 described as including "at least one of A, B, and C," the 
system can include A alone; B alone; C alone; A and B in 
combination; Band C in combination; A and C in combi­
nation; or A, B, and C in combination. 

All examples and conditional language recited herein are 
30 intended for pedagogical purposes to aid the reader in 

understanding the principles of the disclosed embodiment 
and the concepts contributed by the inventor to furthering 
the art, and are to be construed as being without limitation 
to such specifically recited examples and conditions. More-

35 over, all statements herein reciting principles, aspects, and 
embodiments of the disclosed embodiments, as well as 
specific examples thereof, are intended to encompass both 
structural and functional equivalents thereof. Additionally, it 
is intended that such equivalents include both currently 

40 known equivalents as well as equivalents developed in the 
future, i.e., any elements developed that perform the same 
function, regardless of structure. 

What is claimed is: 
1. A system for inspecting data, the system comprising: at 

45 least one processor configured to: 
establish an interface between a client environment and 

security components; 

The storage 330 may be magnetic storage, optical storage, 
and the like, and may be realized, for example, as flash 50 

memory or as another other memory technology, as CD­
ROMs, Digital Versatile Disks (DVDs), hard-drives, SSDs, 

using the interface, utilize cloud computing platform APis 
to identify virtual disks of a virtual machine in the 
client environment; 

use the computing platform APis to query a location of at 
least one of the identified virtual disks; 

or any other medium which can be used to store the desired 
information. The storage 330 may store communication 
consumption patterns associated with one or more commu- 55 

nications devices. 
The network interface 340 allows the security system 140 

to communicate with the external systems, such as intelli­
gence systems, SIEM systems, mitigation systems, a cloud 
management console, a user console, and the like. 

It should be understood that the embodiments described 
herein are not limited to the specific architecture illustrated 
in FIG. 3, and other architectures may be equally used 
without departing from the scope of the disclosed embodi­
ments. 

The various embodiments disclosed herein can be imple­
mented as hardware, firmware, software, or any combination 

60 

65 

receive an identification of the location of the virtual disks 
of the virtual machine; 

perform at least one of: (i) taking at least one snapshot, 
and (ii) requesting taking at least one snapshot of the 
virtual machine at rest, wherein the at least one snap­
shot represents a copy of the virtual disks of the virtual 
machine at a point in time; 

analyze the at least one snapshot to detect vulnerabilities, 
wherein during the detection of the vulnerabilities by 
analyzing the at least one snapshot, the virtual machine 
is inactive; and 

report the detected vulnerabilities as alerts. 
2. The system of claim 1, wherein reporting the detected 

vulnerabilities as alerts includes indicating priority levels 
associated with the detected vulnerabilities. 
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3. The system of claim 1, wherein the at least one 
processor is further configured to implement a remedial 
action for at least one of the detected vulnerabilities. 

4. The system of claim 1, wherein the identification of the 
location of the virtual disks of the virtual machine includes 5 

a virtual address of at least one of the virtual disks. 
5. The system of claim 1, wherein the at least one 

snapshot includes a change log of at least one of the virtual 
disks configured to restore the virtual machine to a particular 
point in time. 

6. The system of claim 1, wherein the snapshot includes 
a page file of memory associated with the virtual machine 
the page file being configured to allow deduction of one o; 
more applications running on the virtual machine. 

10 

7. The system of claim 1, wherein the at least one 15 

snapshot includes a plurality of snapshots, and the at least 
one processor is configured to generate the plurality of 
snapshots according to a predetermined schedule. 

8. The system of claim 1, wherein the at least one 
~rocessor is configured to generate the at least one snapshot 20 

m response to a predetermined trigger event. 
9. A computer-implemented method for inspecting data, 

the method comprising: 
establishing an interface between a client environment 

and security components; 
using the interface to utilize cloud computing platform 

APis to identify virtual disks of a virtual machine in the 
client environment; 

using the computing platform APis to query a location of 

25 

at least one of the identified virtual disks· 30 

receiving an identification of the location ~f the virtual 
disks of the virtual machine; 

emulating the virtual disks for the virtual machine· 
performing at least one of: (i) taking at least one sna~shot, 

and (ii) requesting taking at least one snapshot of the 35 

virtual machine at rest, wherein the at least one snap­
shot represents a copy of the virtual disks of the virtual 
machine at a point in time; 

analyzing the at least one snapshot to detect vulnerabili­
ties, wherein during the detection of the vulnerabilities 40 

by analyzing the at least one snapshot, the virtual 
machine is inactive; and 

reporting the detected vulnerabilities as alerts. 
10. The method of claim 9, wherein reporting the detected 

vulnerabilities as alerts includes providing indications of the 

12 
detected vulnerabilities based on priority levels associated 
with the detected vulnerabilities. 

11. The method of claim 9, further comprising imple­
menting a remedial action for at least one of the detected 
vulnerabilities. 

12. The method of claim 9, wherein the identification of 
the location of the virtual disks of the virtual machine 
includes a virtual address ofat least one of the virtual disks. 

13. The method of claim 9, wherein the at least one 
snapshot includes a change log of at least one of the virtual 
disks configured to restore the virtual machine to a particular 
point in time. 

14. The method of claim 9, wherein the snapshot includes 
a page file of memory associated with the virtual machine 
the page file being configured to allow deduction of one o; 
more applications running on the virtual machine. 

15. The method of claim 9, wherein the at least one 
snapshot includes a plurality of snapshots and wherein the 
method further includes generating the plurality of snapshots 
based on a predetermined schedule. 

16. A non-transitory computer-readable medium storing 
instructions, which, when executed by at least one processor, 
cause a computing device to: 

establish an interface between a client environment and 
security components; 

using the interface, utilize cloud computing platform APis 
to identify virtual disks of a virtual machine in the 
client environment; 

use the computing platform APis to query a location of at 
least one of the identified virtual disks· 

receive an identification of the location of ;he virtual disks 
of the virtual machine; 

emulate the virtual disks for the virtual machine· 
perform at least one of: (i) taking at least one s~apshot, 

and (ii) requesting taking at least one snapshot of the 
virtual machine at rest, wherein the at least one snap­
shot represents a copy of the virtual disks of the virtual 
machine at a point in time; 

analyze the at least one snapshot to detect vulnerabilities 
wherein during the detection of the vulnerabilities b; 
analyzing the at least one snapshot, the virtual machine 
is inactive; and 

report the detected vulnerabilities as alerts. 

* * * * * 
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Wiz Cloud Security Platform

Datasheet

Take control of your cloud infrastructure security
Wiz analyzes all layers of the cloud stack to reveal actionable insights about high-risk attack vectors in your cloud so you 

�F�D�Q���S�U�L�R�U�L�W�L�]�H���D�Q�G�����[���W�K�H�P��

Key use cases

�*�H�W�� �D�� �F�R�P�S�O�H�W�H�� �D�Q�G�� �X�S���W�R���G�D�W�H��

inventory of all cloud resources: 

�3�D�D�6�����9�0�V�����F�R�Q�W�D�L�Q�H�U�V�����H�W�F����

Correlate issues across the cloud 

stack that together create high-risk 

�L�Q���O�W�U�D�W�L�R�Q���Y�H�F�W�R�U�V

Route high-risk issues to the right 

�W�H�D�P�V�� �W�R�� ���[�� �W�K�H�P�� �D�Q�G�� �W�U�D�F�N��

resolution

Create a cloud governance practice 

�W�K�D�W�� �P�D�Q�D�J�H�V�� �U�L�V�N�� �Z�L�W�K�L�Q�� �D�� �G�H���Q�H�G��

risk budget 

What makes Wiz different

You don't deploy Wiz, you connect it

With no agents or sidecars to deploy, 

Wiz begins delivering security value 

�L�Q�� �P�L�Q�X�W�H�V�� �D�I�W�H�U�� �\�R�X�� �F�R�Q�Q�H�F�W�� �:�L�]�� �W�R��

�\�R�X�U���F�O�R�X�G���H�Q�Y�L�U�R�Q�P�H�Q�W���$�3�,��

Actionable insights  without the noise

�:�L�]�� �F�R�P�E�L�Q�H�V�� �W�K�H�� �I�X�Q�F�W�L�R�Q�D�O�L�W�\�� �R�I�� �D��

CSPM, vulnerability scanner, container 

�V�H�F�X�U�L�W�\���� �D�Q�G���&�,�(�0���L�Q�W�R���D���V�L�Q�J�O�H���J�U�D�S�K��

�W�R���F�R�U�U�H�O�D�W�H���U�L�V�N�V���Z�L�W�K�R�X�W���W�K�H���Q�R�L�V�H��

Total coverage ofyour environment

Wiz analyzes the full cloud stack 

�Z�L�W�K�R�X�W�� �W�K�H�� �O�L�P�L�W�V�� �R�I�� �D�J�H�Q�W�V�æ�H�Y�H�U�\��

VM, every container, and every cloud 

�V�H�U�Y�L�F�H�� �D�F�U�R�V�V�� �$�:�6���� �$�]�X�U�H���� �*�&�3����

�.�X�E�H�U�Q�H�W�H�V���D�Q�G���2�S�H�Q�6�K�L�I�W��

For more information visit www.wiz.io© Wiz, Inc. 
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�7�K�H�����U�V�W���I�X�O�O���V�W�D�F�N���P�X�O�W�L���F�O�R�X�G���V�H�F�X�U�L�W�\���S�O�D�W�I�R�U�P

Depth into the full cloud stack
�$�V���V�R�R�Q���D�V���\�R�X���F�R�Q�Q�H�F�W���:�L�]���W�R���\�R�X�U���F�O�R�X�G���H�Q�Y�L�U�R�Q�P�H�Q�W���$�3�,����

Wiz scans your entire cloud stack, not just the infrastructure 

�O�D�\�H�U�����,�Q�V�L�G�H���Z�R�U�N�O�R�D�G�V�����:�L�]���D�Q�D�O�\�]�H�V���W�K�H���R�S�H�U�D�W�L�Q�J���V�\�V�W�H�P����

�D�S�S�O�L�F�D�W�L�R�Q�V�����F�R�G�H���O�L�E�U�D�U�L�H�V�����D�Q�G���V�H�F�U�H�W�V�����:�L�]���D�O�V�R���V�F�D�Q�V���\�R�X�U��

�F�O�R�X�G���F�R�Q���J�X�U�D�W�L�R�Q���D�Q�G���P�H�W�D�G�D�W�D����

Virtual machines 

Containers 

Serverless 

PaaS services 

For more information visit www.wiz.io© Wiz, Inc.

Agentless coverage of everything
�:�L�]�� �V�F�D�Q�V�� �D�O�O�� �W�K�H�� �U�H�V�R�X�U�F�H�V�� �D�Q�G�� �Z�R�U�N�O�R�D�G�V�� �L�Q�� �\�R�X�U�� �F�O�R�X�G��

�H�Q�Y�L�U�R�Q�P�H�Q�W�� �X�V�L�Q�J�� �D�� �X�Q�L�T�X�H�� �V�Q�D�S�V�K�R�W�� �W�H�F�K�Q�R�O�R�J�\�� �W�K�D�W��

�F�R�Y�H�U�V���P�R�U�H���W�K�D�Q���D�Q���D�J�H�Q�W���F�D�Q����

Complete coverage�� �å�� �&�R�P�S�O�H�W�H�� �F�R�Y�H�U�D�J�H�� �R�I�� �D�O�O�� �9�0�V�� �D�Q�G��

�F�R�Q�W�D�L�Q�H�U�V���� �Q�R�W�� �M�X�V�W�� �W�K�H�� �R�Q�H�V�� �Z�L�W�K�� �W�K�H�� �D�J�H�Q�W�� �R�U�� �V�L�G�H�F�D�U��

�L�Q�V�W�D�O�O�H�G������

�6�K�R�U�W���O�L�Y�H�G�� �U�H�V�R�X�U�F�H�V���å�� �$�Q�D�O�\�]�H�� �V�K�R�U�W���O�L�Y�H�G�� �U�H�V�R�X�U�F�H�V��

�F�U�H�D�W�H�G���R�Q���W�K�H�����\���I�R�U���D�X�W�R�V�F�D�O�L�Q�J�����Z�K�L�F�K���D�J�H�Q�W�V���F�D�Q�
�W���V�F�D�Q��

Managed instances�� �å�� �3�U�H�F�R�Q���J�X�U�H�G�� �Y�L�U�W�X�D�O�� �P�D�F�K�L�Q�H��

�W�H�P�S�O�D�W�H�V�� �I�U�R�P�� �W�K�L�U�G�� �S�D�U�W�L�H�V�� �D�Q�G�� �P�D�U�N�H�W�S�O�D�F�H�V�� �\�R�X�� �F�D�Q�è�W��

�L�Q�V�W�D�O�O���D�J�H�Q�W�V���R�Q��

�,�G�H�Q�W�L�W�\

Serverless

PaaS resources

�&�O�R�X�G���3�O�D�U�I�R�U�P

Virtual Machine

Kubernetes

�$�S�S

Container

�$�S�S

�$�S�S

container

Function

�1�H�W�Z�R�U�N

Breadth across multiple clouds
�:�L�]���J�L�Y�H�V���\�R�X���D���X�Q�L���H�G���Y�L�H�Z���D�Q�G���D�E�L�O�L�W�\���W�R���S�H�U�I�R�U�P���V�H�F�X�U�L�W�\��

�Z�L�W�K���D���F�R�P�P�R�Q���W�R�R�O���V�H�W���D�F�U�R�V�V���D�O�O���\�R�X�U���F�O�R�X�G���H�Q�Y�L�U�R�Q�P�H�Q�W�V����

Public cloud���å���$�P�D�]�R�Q���:�H�E���6�H�U�Y�L�F�H�V�����0�L�F�U�R�V�R�I�W���$�]�X�U�H�����D�Q�G��

�*�R�R�J�O�H���&�O�R�X�G���3�O�D�W�I�R�U�P����

On premises �å�� �&�R�Q�W�D�L�Q�H�U�� �H�Q�Y�L�U�R�Q�P�H�Q�W�V�� �G�H�S�O�R�\�H�G�� �Z�L�W�K��

�2�S�H�Q�6�K�L�I�W����

�(�Y�H�U�\�� ���D�Y�R�U�� �R�I�� �.�X�E�H�U�Q�H�W�H�V�� �å�� �6�H�O�I���P�D�Q�D�J�H�G�� �.�X�E�H�U�Q�H�W�H�V��

�F�O�X�V�W�H�U�V�� �D�Q�G�� �P�D�Q�D�J�H�G�� �F�R�Q�W�D�L�Q�H�U�� �V�H�U�Y�L�F�H�V�� �I�U�R�P�� �F�O�R�X�G��
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�5�H�D�O���Z�R�U�O�G���H�[�D�P�S�O�H

�8�Q�S�D�W�F�K�H�G���-�H�Q�N�L�Q�V���F�R�Q�W�D�L�Q�H�U���U�X�Q�Q�L�Q�J���R�Q���D���9�0���H�[�S�R�V�H�G���W�R��

�W�K�H���L�Q�W�H�U�Q�H�W���Z�L�W�K���H�[�S�O�R�L�W�D�E�O�H���Y�X�O�Q�H�U�D�E�L�O�L�W�L�H�V���D�Q�G��

�K�L�J�K���S�U�L�Y�L�O�H�J�H���V�H�F�U�H�W�V���W�K�D�W���J�L�Y�H���D�F�F�H�V�V���W�R���W�K�H���S�U�R�G�X�F�W�L�R�Q��

environment. 

Only Wiz is able to pinpoint this kind of high-risk situation 

�E�H�F�D�X�V�H���L�W���X�Q�G�H�U�V�W�D�Q�G�V���W�K�H���I�X�O�O���F�O�R�X�G���F�R�Q�W�H�[�W����

�6�F�D�Q�V���W�K�H���Z�R�U�N�O�R�D�G�V���L�Q�V�L�G�H���W�K�H���F�R�Q�W�D�L�Q�H�U���W�R���G�H�W�H�U�P�L�Q�H���W�K�H��

�Y�H�U�V�L�R�Q���R�I���-�H�Q�N�L�Q�V���D�Q�G���L�W�V���Y�X�O�Q�H�U�D�E�L�O�L�W�L�H�V��

�$�Q�D�O�\�]�H�V�� �Q�H�W�Z�R�U�N�L�Q�J�� �L�Q�� �\�R�X�U�� �F�O�R�X�G�� �W�R�� �L�G�H�Q�W�L�I�\�� �L�Q�W�H�U�Q�H�W��

�H�[�S�R�V�X�U�H���R�Q���D���P�D�F�K�L�Q�H���Z�L�W�K���Q�R���S�X�E�O�L�F���,�3����

Finds private keys (secrets) on the container and analyzes 

�W�K�H���S�H�U�P�L�V�V�L�R�Q�V���W�K�H�\���K�D�Y�H���L�Q���\�R�X�U���H�Q�Y�L�U�R�Q�P�H�Q�W������

Datasheet

�,�G�H�Q�W�L�I�\���K�L�J�K���U�L�V�N���D�W�W�D�F�N���Y�H�F�W�R�U�V
�8�Q�W�L�O�� �Q�R�Z���� �F�O�R�X�G�� �V�H�F�X�U�L�W�\�� �W�R�R�O�V�� �K�D�Y�H�� �F�U�H�D�W�H�G�� �W�K�R�X�V�D�Q�G�V�� �R�I�� �O�R�Z���S�U�L�R�U�L�W�\�� �D�O�H�U�W�V�� �E�H�F�D�X�V�H�� �W�K�H�\�� �O�R�R�N�� �D�W�� �Y�X�O�Q�H�U�D�E�L�O�L�W�L�H�V�� �R�U��

�P�L�V�F�R�Q���J�X�U�D�W�L�R�Q�V���L�Q���L�V�R�O�D�W�L�R�Q�����:�L�]���X�V�H�V���W�K�H���I�X�O�O���F�R�Q�W�H�[�W���R�I���\�R�X�U���F�O�R�X�G���D�Q�G���F�R�P�E�L�Q�H�V���W�K�L�V���L�Q�I�R�U�P�D�W�L�R�Q���L�Q���D���V�L�Q�J�O�H���J�U�D�S�K���L�Q��

�R�U�G�H�U���W�R���F�R�U�U�H�O�D�W�H���U�H�O�D�W�H�G���L�V�V�X�H�V���W�K�D�W���W�R�J�H�W�K�H�U���F�U�H�D�W�H���D�Q���L�Q���O�W�U�D�W�L�R�Q���Y�H�F�W�R�U�����J�L�Y�L�Q�J���\�R�X���D�F�W�L�R�Q�D�E�O�H���L�Q�I�R�U�P�D�W�L�R�Q���D�E�R�X�W���W�K�H��

�K�L�J�K�H�V�W���U�L�V�N�V���V�R���\�R�X���F�D�Q�����[���Z�K�D�W���P�D�W�W�H�U�V���P�R�V�W��

Secure use of secrets

�,�G�H�Q�W�L�I�\���D�O�O���N�H�\�V���O�R�F�D�W�H�G���R�Q���\�R�X�U��

�Z�R�U�N�O�R�D�G�V�� �F�U�R�V�V�� �U�H�I�H�U�H�Q�F�H�G��

�Z�L�W�K���W�K�H���S�U�L�Y�L�O�H�J�H�V���W�K�H�\���K�D�Y�H���L�Q��

�\�R�X�U���F�O�R�X�G���H�Q�Y�L�U�R�Q�P�H�Q�W��

Cloud Security Graph

�:�L�]���F�R�P�E�L�Q�H�V���D�O�O���R�I���W�K�H���G�D�W�D���D�E�R�X�W��

�\�R�X�U���F�O�R�X�G���D�Q�G���Z�R�U�N�O�R�D�G�V���L�Q�W�R���D��

�V�L�Q�J�O�H���J�U�D�S�K�����P�D�N�L�Q�J���L�W���S�R�V�V�L�E�O�H���W�R��

correlate related issues that create 

�D�W�W�D�F�N���Y�H�F�W�R�U�V����
Identity and access

Map the identity structure of 

every resource to the role it can 

�D�V�V�X�P�H���� �W�D�N�L�Q�J�� �L�Q�W�R�� �D�F�F�R�X�Q�W��

�P�L�W�L�J�D�W�L�Q�J�� �F�R�Q�W�U�R�O�V�� �V�X�F�K�� �D�V��

service control policies (SCP) 

�D�Q�G���S�H�U�P�L�V�V�L�R�Q�V���E�R�X�Q�G�D�U�L�H�V����

�(�[�W�H�U�Q�D�O���H�[�S�R�V�X�U�H

�6�H�H�� �Z�K�L�F�K�� �U�H�V�R�X�U�F�H�V�� �D�U�H��

�S�X�E�O�L�F�O�\���H�[�S�R�V�H�G���W�R���W�K�H���L�Q�W�H�U�Q�H�W��

based on a full analysis of your 

�F�O�R�X�G�� �Q�H�W�Z�R�U�N���� �H�Y�H�Q�� �W�K�R�V�H��

�E�H�K�L�Q�G���P�X�O�W�L�S�O�H���K�R�S�V��

Lateral movement

�5�H�P�R�Y�H���O�D�W�H�U�D�O���P�R�Y�H�P�H�Q�W���U�L�V�N�V��

such as private keys used to 

�D�F�F�H�V�V�� �E�R�W�K�� �G�H�Y�H�O�R�S�P�H�Q�W�� �D�Q�G��

�S�U�R�G�X�F�W�L�R�Q���H�Q�Y�L�U�R�Q�P�H�Q�W�V��

Vulnerability and patch 

management

Scan for vulnerable and 

�X�Q�S�D�W�F�K�H�G�� �R�S�H�U�D�W�L�Q�J�� �V�\�V�W�H�P�V����

�L�Q�V�W�D�O�O�H�G�� �V�R�I�W�Z�D�U�H���� �D�Q�G�� �F�R�G�H��

�O�L�E�U�D�U�L�H�V�� �L�Q�� �\�R�X�U�� �Z�R�U�N�O�R�D�G�V��

�S�U�L�R�U�L�W�L�]�H�G���E�\���U�L�V�N��

�6�H�F�X�U�H���F�R�Q���J�X�U�D�W�L�R�Q

�$�V�V�H�V�V���W�K�H���F�R�Q���J�X�U�D�W�L�R�Q���R�I��

cloud infrastructure, 

Kubernetes, and VM operating 

�V�\�V�W�H�P�V���D�J�D�L�Q�V�W���\�R�X�U���E�D�V�H�O�L�Q�H�V��

�D�Q�G���L�Q�G�X�V�W�U�\���E�H�V�W���S�U�D�F�W�L�F�H�V��

For more information visit www.wiz.io© Wiz, Inc.
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Datasheet

Wiz includes many cloud security capabilities typically 

found in standalone products in one platform: 

�3�D�W�F�K���D�Q�G���Y�X�O�Q�H�U�D�E�L�O�L�W�\���D�V�V�H�V�V�P�H�Q�W

�&�O�R�X�G���V�H�F�X�U�L�W�\���S�R�V�W�X�U�H���P�D�Q�D�J�H�P�H�Q�W�����&�6�3�0��

�&�O�R�X�G���L�Q�Y�H�Q�W�R�U�\���D�Q�G���D�V�V�H�W���P�D�Q�D�J�H�P�H�Q�W

Container and serverless security

�&�O�R�X�G���Q�H�W�Z�R�U�N���Y�L�V�L�E�L�O�L�W�\���å���F�R�Q���J�X�U�D�W�L�R�Q���D�Q�D�O�\�V�L�V

�&�O�R�X�G���L�G�H�Q�W�L�W�\���D�Q�G���H�Q�W�L�W�O�H�P�H�Q�W���P�D�Q�D�J�H�P�H�Q�W�����&�,�(�0��

�6�H�F�U�H�W�V���V�F�D�Q�Q�L�Q�J���D�Q�G���D�Q�D�O�\�V�L�V���L�Q���F�O�R�X�G���Z�R�U�N�O�R�D�G�V�b

�&�O�R�X�G���D�F�F�H�V�V���V�H�F�X�U�L�W�\���E�U�R�N�H�U�����&�$�6�%��

�6�H�F�X�U�H���D�F�F�H�V�V���V�H�U�Y�L�F�H���H�G�J�H�����6�$�6�(��

�=�H�U�R���W�U�X�V�W���Q�H�W�Z�R�U�N���D�F�F�H�V�V�����=�7�1�$��

�5�X�Q�W�L�P�H���S�U�R�W�H�F�W�L�R�Q

�1�H�W���R�Z���D�Q�D�O�\�V�L�V

�6�H�F�U�H�W�V���P�D�Q�J�H�P�H�Q�W

Key features
Snapshot scanning 

�7�D�N�H�V���D���V�Qapsh�R�W���R�I���H�D�F�K���9�0���V�\�V�W�H�P���Y�R�O�X�P�H���D�Q�G���D�Q�D�O�\�]�H�V��

�L�W�V�� �R�S�H�U�D�W�L�Q�J�� �V�\�V�W�H�P���� �D�S�S�O�L�F�D�W�L�R�Q�� �O�D�\�H�U���� �D�Q�G�� �G�D�W�D�� �O�D�\�H�U��

�V�W�D�W�L�F�D�O�O�\���Z�L�W�K���Q�R���S�H�U�I�R�U�P�D�Q�F�H���L�P�S�D�F�W����

Secrets scanning and analysis 

�)�L�Q�G�V���F�O�H�D�U�W�H�[�W���N�H�\�V���V�W�R�U�H�G���R�Q���9�0�V���D�Q�G���F�R�Q�W�D�L�Q�H�U�V�����S�D�U�V�H�V��

�W�K�H���N�H�\���W�R���X�Q�G�H�U�V�W�D�Q�G���L�W�����D�Q�G���P�D�S�V���W�K�H���S�H�U�P�L�V�V�L�R�Q�V���L�W���K�D�V��

�Z�L�W�K�L�Q���\�R�X�U���H�Q�Y�L�U�R�Q�P�H�Q�W����

�5�H�P�H�G�L�D�W�L�R�Q���Z�R�U�N���R�Z

Creates tickets directly in service tracking products like 

�-�L�U�D�� �D�Q�G�� �6�H�U�Y�L�F�H�1�R�Z�� �D�Q�G�� �V�H�Q�G�V�� �D�O�H�U�W�V�� �Y�L�D�� �H�P�D�L�O�� �R�U��

�P�H�V�V�D�J�L�Q�J���D�S�S�O�L�F�D�W�L�R�Q�V���O�L�N�H���6�O�D�F�N��

Supported Platforms
Cloud platforms

�*�H�W���G�H�H�S���Y�L�V�L�E�L�O�L�W�\���L�Q�W�R���\�R�X�U���F�O�R�X�G���H�Q�Y�L�U�R�Q�P�H�Q�W��

�$�P�D�]�R�Q���:�H�E���6�H�U�Y�L�F�H�V

�0�L�F�U�R�V�R�I�W���$�]�X�U�H

�*�R�R�J�O�H���&�O�R�X�G���3�O�D�W�I�R�U�P�����*�&�3��

Containers

�*�H�W���G�H�H�S���Y�L�V�L�E�L�O�L�W�\���L�Q�W�R���\�R�X�U���.�X�E�H�U�Q�H�W�H�V���F�O�X�V�W�H�U�V��

OpenShift

Kubernetes

�*�R�R�J�O�H���.�X�E�H�U�Q�H�W�H�V���(�Q�J�L�Q�H�����*�.�(��

�$�P�D�]�R�Q���(�O�D�V�W�L�F���.�X�E�H�U�Q�H�W�H�V���6�H�U�Y�L�F�H�����(�.�6��

�$�]�X�U�H���.�X�E�H�U�Q�H�W�H�V���6�H�U�Y�L�F�H�����$�.�6��

Standalone Containers

Integrations
CI/CD Pipelines

�6�K�L�I�W���O�H�I�W���\�R�X�U���V�H�F�X�U�L�W�\���V�F�D�Q�V���Z�L�W�K���:�L�]���&�/�,���W�K�D�W���L�Q�W�H�J�U�D�W�H�V��

�V�H�D�P�O�H�V�V�O�\���W�R���W�K�H���O�H�D�G�L�Q�J���&�,���&�'���S�L�S�H�O�L�Q�H�V����

�5�H�P�H�G�L�D�W�L�R�Q���Z�R�U�N���R�Z

�6�H�Q�G�� �U�L�V�N�V�� �W�R�� �W�K�H�� �U�L�J�K�W�� �S�H�R�S�O�H�� �W�R�� ���[�� �X�V�L�Q�J�� �E�X�L�O�W���L�Q��

�L�Q�W�H�J�U�D�W�L�R�Q�V���W�R���6�O�D�F�N�����6�H�U�Y�L�F�H�1�R�Z�����-�L�U�D�����D�Q�G���P�R�U�H�ð

�(�[�W�H�Q�V�L�E�L�O�L�W�\

�%�X�L�O�G���X�S�R�Q���:�L�]�è�V�� �U�R�E�X�V�W���D�Q�G���I�X�O�O�\�� �G�R�F�X�P�H�Q�W�H�G���Z�H�E�K�R�R�N�V��

�D�Q�G���$�3�,�V���W�K�D�W���H�Q�D�E�O�H���H�D�V�\���L�Q�W�H�J�U�D�W�L�R�Q���W�R���D�Q�\���G�D�W�D���S�O�D�W�I�R�U�P��

�\�R�X���Q�H�H�G����

Inventory and asset management

�&�U�H�D�W�H�V�� �D�� �F�R�P�S�O�H�W�H�� �D�Q�G�� �X�S���W�R���G�D�W�H�� �L�Q�Y�H�Q�W�R�U�\�� �R�I�� �D�O�O��

�V�H�U�Y�L�F�H�V���D�Q�G���V�R�I�W�Z�D�U�H���L�Q���\�R�X�U���F�O�R�X�G���H�Q�Y�L�U�R�Q�P�H�Q�W���L�Q�F�O�X�G�L�Q�J��

�W�K�H���D�S�S�O�L�F�D�W�L�R�Q���Y�H�U�V�L�R�Q���D�Q�G���S�D�F�N�D�J�H��

�1�R�L�V�H���F�D�Q�F�H�O�O�L�Q�J���D�O�H�U�W�V

�&�R�O�O�D�S�V�H�V�� �D�O�H�U�W�V�� �I�R�U�� �U�H�O�D�W�H�G�� �U�H�V�R�X�U�F�H�V�� �L�Q�W�R�� �R�Q�H�� �D�O�H�U�W�� ���H���J����

�P�X�O�W�L�S�O�H���9�0�V���S�D�U�W���R�I���D�Q���L�Q�V�W�D�Q�F�H���J�U�R�X�S���R�U���F�R�Q�W�D�L�Q�H�U�V���I�U�R�P��

�W�K�H���V�D�P�H���L�P�D�J�H������

�3�U�R�M�H�F�W���E�D�V�H�G���F�O�R�X�G���J�R�Y�H�U�Q�D�Q�F�H

�*�L�Y�H�V�� �U�R�O�H���E�D�V�H�G�� �D�F�F�H�V�V�� �W�R�� �:�L�]�è�V�� �V�H�F�X�U�L�W�\�� �F�D�S�D�E�L�O�L�W�L�H�V���� �V�R��

�G�H�Y�H�O�R�S�H�U�V���D�Q�G���R�W�K�H�U���W�H�D�P�V���F�D�Q���W�U�D�F�N���U�L�V�N���L�Q���W�K�H�L�U���S�U�R�M�H�F�W�V��

�D�Q�G���V�W�D�\���X�Q�G�H�U���D���G�H���Q�H�G���U�L�V�N���E�X�G�J�H�W����

For more information visit www.wiz.io© Wiz, Inc.

�:�K�H�U�H���:�L�]�����W�V���L�Q���W�K�H���V�H�F�X�U�L�W�\���V�W�D�F�N
There are also some cloud security features adjacent to 

Wiz that we don’t cover:

Case 1:23-cv-00758-GBW   Document 13-1   Filed 09/15/23   Page 99 of 141 PageID #: 553

















































































EXHIBIT 10

Case 1:23-cv-00758-GBW   Document 13-1   Filed 09/15/23   Page 139 of 141 PageID #: 593



Douglas E. Lumish
doug.lumish@lw.com

140 Scott Drive
Menlo Park, California  94025
Tel: +1.650.328.4600  Fax: +1.650.463.2600
www.lw.com

FIRM / AFFILIATE OFFICES
Austin Milan
Beijing Munich
Boston New York
Brussels Orange County
Century City Paris
Chicago Riyadh
Dubai San Diego
Düsseldorf San Francisco
Frankfurt Seoul
Hamburg Shanghai
Hong Kong Silicon Valley
Houston Singapore
London Tel Aviv
Los Angeles Tokyo
Madrid Washington, D.C.

September 12, 2023

VIA EMAIL: 
Jordan Jaffe
Wilson Sonsini Goodrich & Rosati
One Market Plaza, Spear Tower, Suite 3300 
San Francisco, CA 94105
jjaffe@wsgr.com

Re:  Wiz, Inc.’s Infringement of U.S. Patent Nos. 11,693,685, 11,726,809, 11,740,926, and  
Allowed U.S. Patent Application No. 18/055,181

Dear Mr. Jaffe,

We write on behalf of Orca Security (“Orca”) to provide formal notice to Wiz, Inc. (“Wiz”) 
that it is infringing Orca’s U.S. Patent Nos. 11,693,685, 11,726,809, 11,740,926, and allowed U.S. 
Patent Application No. 18/055,181. To the extent that Wiz is not already aware of these patents 
and pending application as a result of monitoring Orca’s patent portfolio or otherwise, they are 
attached as Appendices A-D1 to this letter. Orca is the owner of all rights, title and interest in these 
patents.  

Wiz infringes one or more claims of the ’685, ’809, and ’925 patents and the allowed claims 
of the ’181 Application, literally and/or under the doctrine of equivalents, by making, using, 
selling, offering to sell, and/or importing within the United States without authority, Wiz’s Cloud 
Security Platform (“CSP”) and other similar products or services (the “Infringing Products”).  
Enclosed as Appendices E-H are exemplary descriptions of Wiz’s infringement of at least one 
claim of each patent and at least one allowed claim of the ’181 Application.2

Orca requests that Wiz immediately cease and desist from making, using, selling, or 
offering for sale any Infringing Products in the United States. Please provide an affidavit from Wiz 
confirming that Wiz has ceased all such infringing activity no later than Friday, September 15 at

1 Appendix D is the prosecution history for the ’181 Application. The USPTO provided a Notice 
of Allowance on April 14, 2023 and Orca paid the issuance fee on April 19, 2023.  
2 The allowed claims are set forth in Appendix D at the January 20, 2023 Preliminary 
Amendment.

LATHAM&WATKI N SLLP 
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